[image: PCS]
Privacy Notice for the Primary Care Contractor Covid-19 Bonus Payment 

1. Introduction

The NHS Wales Shared Services Partnership (NWSSP) is an independent organisation, owned and directed by NHS Wales, hosted under Velindre University NHS Trust. The NWSSP supports NHS Wales through the provision of a comprehensive range of high quality, customer focused support functions and services.  

NWSSP are working in partnership with Local Health Boards in Wales to administer the bonus payment on behalf of primary care contractors in Wales, namely, general medical, dental, pharmaceutical and ophthalmic contractors.  Therefore, the purpose of this Privacy Notice is to inform you of the processing of information in relation to this payment in accordance with Annex A of Circular Ref: Bonus Payment WHC/2021/015 relating to the payment for engagement of services between 17th March 2020 and 28th February 2021.

Any following references in this Privacy Notice to ‘We’ and ‘us’ refers to the NHS Wales Shared Services Partnership as a “hosted” body under Velindre University NHS Trust. 

We recognise the need to treat Personal information in a fair and lawful manner. Personal information held by us in general are not processed unless the requirements for fair and lawful processing can be met. This Privacy Notice provides a summary of how we will ensure that we do that, by describing:

· The categories of personal information we will hold for processing the bonus payment;
· The purposes for which it is being processed which is known by you;
· The person(s) it may be shared with.

This Notice also explains what rights you have to control how we use your information.

2. Our contact details

	
	NWSSP Primary Care Services
	NWSSP Information Governance Manager

	Address:
	NWSSP Primary Care Services 
Ground Floor, Cwmbran House 
Mamhilad Park Estate 
Pontypool
NP4 0XS
	Information Governance Department, 4th Floor
Companies House 
Crown Way Cardiff 
CF14 3UZ

	E-mail:
	nwssp.primarycareservices@wales.nhs.uk 
	Tim.knifton@wales.nhs.uk 

	Telephone:
	01495 300730
	



3. What type of information we do we use?

In order to make the bonus payment to primary care contractors we will collect and process the following information:

· Contractor contact details; 
· Contractor identifier;
· Contractor name; 
· Contractor address and post code;
· Contact email address and locality;
· Contractor staff/locum names (forename, other names and surname);
· National Insurance number;
· Employment record information; and 
· Employment category.

4. How we get the information and why do we have it?

The Personal information we process will be provided to us by all Primary Care contractors using Microsoft Office 365 Forms functionality.  

When NWSSP administers the bonus payment, this information will be validated against other payment information held by us and other public sector organisations and will be shared securely and confidentially to achieve this.   

The reasons why we collect this information is listed below in section 5. 

Lawfulness of Processing the data 

Under the General Data Protection Regulation (GDPR) Article 6 (Lawfulness of Processing), the lawful bases we rely on for processing this information are:  

(b)	Processing is necessary for the performance of a contract that the data subject is party to;
(c)	Processing is necessary for compliance with a legal obligation to which the controller is subject;
(e)	Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.

5. What do we do with the information?

We use the information that you have given us in order to:

· Enable NWSSP to make and validate the covid-19 bonus payment to all primary care contractors in Wales.
· Validate information provided by GP Practices.

We may only share this information with internal departments for those who need it, Welsh Government, NHS Wales Health Boards (Primary Care Leads) and Data Cymru for validation and/or statistical purposes. 

There are a number of reasons why we share information. This can be due to:

· Our duty to comply with the need to perform a public task.
· Sharing information with internal departments for validation of payments.

Any disclosures of the identifiable information for the Covid-19 bonus payments for purposes referenced above are always made on a case-by-case basis and in this instance, only for validation purposes that use the minimum data necessary with the appropriate security controls in place. Information is only shared with those agencies and bodies who have a requirement for receiving it that are named above.
 
6. How we store your information

Your information is securely stored in our internal systems. Access to all NHS systems are controlled through a secure login with access level permissions allocated for the role of the user and giving those users access to areas they only need.

NWSSP will hold the data securely on our own internal storage solutions supported by DHCW and will only be accessed to complete any payment or validation exercises as instructed and in accordance with Annex A of Circular Ref: Bonus Payment WHC/2021/015 relating to the payment for engagement of services between 17th March 2020 and 28th February 2021. 

We will only retain information for as long as necessary and review any data held by us for longer than 6 years. We will store data electronically and will dispose of information by deleting it securely.  

7. Security of your Information

We take our duty to protect the identifiable information provided to us for the Covid-19 bonus payment very seriously and we are committed to taking all reasonable measures to ensure the confidentiality and security of all Personal information for which we are responsible, whether computerised or on paper.

This identifiable information required for the Covid-19 bonus payment will not be sold on to any third party by us, or any agency that holds it for the purposes listed above. 

Under the NHS Confidentiality Code of Conduct, we are also required to protect your information, inform you of how your information will be used, and where appropriate to allow you to decide if and how your information can be shared. 

Everyone working for the NHS is subject to the Common Law Duty of Confidence. Information provided in confidence will only be used for the purposes advised and consented to by yourself unless it is required or permitted by the law. 

Each NHS employer in Wales including NWSSP has appointed a Senior Information Risk Owner (SIRO) who is accountable for the management of all personal information assets and any associated risks and incidents. The main contact for the strategic and operational oversight of any confidentiality of identifiable information within NWSSP is the Information Governance Manager as detailed in section 2 above.
All staff that handle identifiable, confidential information are required to undertake biannual classroom based Information Governance (IG) training. All staff will also complete online mandatory eLearning modules.  

Completion of regular IG training is a requirement of Data Protection Legislation.  The training will ensure that staff are aware of their responsibilities regarding the safe and appropriate use of identifiable, confidential information.  

8. What if the claim information provided is incorrect?

It is important that the information which we hold is accurate and in accordance with guidance published by Welsh Government will only be processed for the purposes above. If any of the personal information provided is inaccurate then it is important that you inform NWSSP Primary Care Services as soon as possible.

9. Your data protection rights

As this is an unusual and considered to be an isolated exercise to pay Covid-19 bonus payments in accordance with Annex A of Circular Ref: Bonus Payment WHC/2021/015 relating to the payment for engagement of services between 17th March 2020 and 28th February 2021 it is unlikely that your rights for data under this exercise will be applicable.

However, under Data Protection legislation, you have rights including:
 
Your right of access - You have the right to ask us for copies of your personal information.  
Your right to rectification - You have the right to ask us to rectify information you think is inaccurate. You also have the right to ask us to complete information you think is incomplete.  
Your right to erasure - You have the right to ask us to erase your personal information in certain circumstances.  
Your right to restriction of processing - You have the right to ask us to restrict the processing of your information in certain circumstances.  
Your right to object to processing - You have the the right to object to the processing of your personal data in certain circumstances. 
Your right to data portability - You have the right to ask that we transfer the information you gave us to another organisation, or to you, in certain circumstances. 

You are not required to pay any charge for exercising your rights. If you make a request, we have one month to respond to you. 

If you wish to make a request please contact us at: 
nwsspinformationgovernance@wales.nhs.uk 

10. How do I complain?

In the first instance, you should contact the NWSSP Complaints Officer. 
You can also complain to the ICO if you are unhappy with how we have used your data. The ICO’s address:

Information Commissioner’s Office Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 
Helpline number: 0303 123 1113 
www.ico.gov.uk

11. What laws are relevant to the handling of personal information?

The law determines how organisations can use personal information.  The key legislation governing the use of information is listed below:

· UK Data Protection Act 2018
· General Data Protection Regulation 2018
· Human Rights Act 1998
· Freedom of Information Act 2000
· Computer Misuse Act 1998
· Regulation of Investigatory Powers Act 2000

For the purposes of the current Data Protection legislation, the Primary Care employer is the “Data Controller” (the holder, user and processor) of staff information and the provider of the information for the covid-19 bonus payment. 

12. Data Protection Notification

As well as the NWSSP, each Health Board and NHS Trust is a ‘Data Controller’ under Data Protection Legislation. We are required to notify the Information Commissioner that we process Personal information and the reasons why.  These details are publicly available from the: 

Information Commissioner’s Office 
Wycliffe House 
Water Lane, 
Wilmslow, SK9 5AF     
www.ico.gov.uk 

13. Other Bodies

Each NHS organisation in Wales and Welsh Government is responsible for protecting the public funds it manages. To do this we will use the information we hold about claims made for the Covid-19 bonus payment to detect and prevent crime or fraud. We may also share this information with other bodies that inspect and manage public funds. 

We will not routinely disclose any information about you without your express permission unless we are obliged to due to a legal / statutory duty. 

14. Changes to our privacy notice

It is expected that as the Covid-19 bonus payment is a ‘one time’ process, the NWSSP is not expecting to keep this Privacy Notice under regular review.
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