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1. [bookmark: _Toc135307152]INTRODUCTION 
The purpose of this policy is to provide guidance to all NHS Wales Shared Services Partnership (NWSSP) staff on Registration Authority (RA) issues. 
The NHS Care Records Service (NHS CRS) and related National Programmes use a common approach to protect the security and confidentiality of every patient's personal and health care details. 
It is essential that everyone who is given access to patient information within NHS Wales and the following national applications has been through the same rigorous identity checks. 
The NHS has set out the principles that govern how patient information is held in the NHS CRS and the way it is shared. This is further to the already pre-defined organisational Information Governance policies and procedures that is already established within NWSSP that provides a set of working practices that complement the culture of confidentiality within the organisation. 
[bookmark: _Hlk135305343]To access the NHS CRS users require a Smartcard to access the national applications linked to the NHS spine (these include patient demographic services (PDS), electronic prescriptions) and the issuance of Smartcards to access these systems is governed by the Registration Authority (in this case, NWSSP) policy and process. 
2. [bookmark: _Toc135307153]SCOPE AND DEFINITIONS 
[bookmark: _Toc135307154]Scope 
It is the responsibility of all NWSSP staff including those working full or part time, on temporary or honorary contracts, bank or agency staff, work placements, apprenticeships and students to comply with this policy, and associated RA Operating Guidance and procedures. 
This policy applies to those members of staff directly employed by NWSSP and for whom the NWSSP has legal responsibility. For those staff covered by a letter of authority/honorary contract or work experience, the organisation’s policies governing confidential information and use of such are also applicable whilst undertaking duties for or on behalf of NWSSP. 
[bookmark: _Toc135307155]Definitions 
[bookmark: _Toc135307156]Smartcard: NHS smartcards can be likened to chip and PIN bank cards; they enable healthcare professionals to access identifiable (clinical, patient and personal) information appropriate to their role. 
[bookmark: _Toc135307157]A Registration Authority: is a function, usually within an NHS organisation, which carries out the identity checks of prospective smartcard users and assigns an appropriate access profile to the staff members role as approved by the employing organisation. Staff member is defined as a health professional, department manager, team leader, patient information officer and other staff roles that require access to identifiable patient information. 
[bookmark: _Toc135307158]Care Identity Service: Registration authorities use the Care Identity Service (CIS) to control NHS smartcard access for the NHS Spine's 800,000+ smartcard users. It is a unified application that provides a single location for all registration authority activities. 
3. [bookmark: _Toc135307159]DETAILS OF THE REGISTRATION AUTHORITY (RA) POLICY 
[bookmark: _Toc135307160]NWSSP Registration Authority (RA) will:
· Produce quarterly reports 
· Identify how RA services are delivered (e.g., partner with other organisations to provide RA services, etc.) and the nature of the service delivery (which sites, what hours, etc.) This will include provision of RA services to non-NHS organisations where appropriate 
· Identify to the NWSSP Senior Leadership Group, for approval, any proposed agreement with another organisation to provide RA services (this includes other NHS and non-NHS organisations) 
· Develop the procedure guidelines for issuing of Smartcards by NWSSP Registration Authority staff 
· Ensure the necessary support functions are in place and are aligned with the needs of the RA including training and awareness raising, IT, IG, HR and RA support 
· Ensure the national policies and procedures for RA are considered when developing the arrangements within NWSSP for Information Governance purposes (these include assessment and advice as and when required) 
· Ensure an annual review of the RA policy and procedures is undertaken and updated as required 
· Establish and update the incident and risk management register and report on this on an annual basis to the NWSSP Senior Leadership Group. 
[bookmark: _Toc135307161]RA Managers 
· The RA Managers will be responsible for ensuring the adherence to policy and governance related to the RA, for the efficient day-to-day operation and capacity planning of the RA services. 
[bookmark: _Toc135307162]RA Agent(s)
· The RA Agent(s) will be responsible for ensuring RA services are delivered in accordance with the RA procedures and governance to users of RA services. 
[bookmark: _Toc135307163]RA Sponsors
· The Sponsors will be responsible for approving the registration and access profiles granted to users. Additionally, they may be responsible for resetting of Passcodes – all subject to agreed RA procedures and governance for internal control of access. 
4. [bookmark: _Toc135307164]ROLES AND RESPONSIBILITIES 
Overall accountability for policy documents across the organisation lies with the NWSSP Managing Director who has responsibility for meeting all statutory requirements and adhering to guidance issued in respect of policy documents. 
NWSSP Primary Care Services are responsible for Registration Authority services provided to all customers in accordance with this policy. 
Overall responsibility for the Registration Authority Policy lies with Registration Authority Managers who have delegated responsibility for managing the development and implementation of Registration Authority policy and procedural documents. 
All NHS employees, contractors and other staff who have been issued with Smartcards for use in their work with the NHS are responsible for their Smartcards and must abide by all current Terms and Conditions of use. 
Failure to adhere to national RA Policy and guidance may lead to revocation of the Smartcard and/or disciplinary procedures. 
The principles of the Registration Authority procedures are to ensure that: 
· All Smartcards are issued in accordance with the relevant NWSSP procedures 
· All Users issued with a Smartcard are made aware of their roles and responsibilities for the use of their Smartcard and comply with those requirements 
· All Users comply with the guidance in the RA Operating Guidance 
· NWSSP audit of Smartcard use is conducted in accordance with the RA Operating Guidance in conjunction with customer organisations 
5. [bookmark: _Toc135307165]TRAINING 
The Registration Authority Team will ensure training opportunities are provided in the use of the Care Identity System and application of this policy and underpinning processes, procedures and standards. 
6. [bookmark: _Toc135307166]MONITORING COMPLIANCE AND EFFECTIVENESS 
Performance against Key Performance Indicators will be reviewed on an annual basis and used to inform the development of future policy and procedural documents. The Registration Authority Manager will monitor service performance and provide reports to IT Services Senior Leadership Team. 
This policy will be reviewed on an annual basis and in accordance with the following, as and when required: 
· Legislative changes 
· NHS good practice guidance 
· Significant incidents reported 
· Changes to organisational infrastructure 
· Changes to national Registration Authority Policy 
7. [bookmark: _Toc135307167]REVIEW 
The policy will be reviewed at least annually by NWSSP Primary Care Services.
8. [bookmark: _Toc135307168]EQUALITY IMPACT ASSESSMENT
An Equality Impact Assessment has been undertaken which involves assessing the likely or actual effects of decisions, policies or services on people in respect of age, disability, gender and racial equality, pregnancy and maternity, race, religion or belief, sex and sexual orientation.  It helps us to make sure the needs of people are taken in to account when we develop and implement a new policy or service or when we make a change to a current policy or service.  
9. REFERENCES AND ASSOCIATED DOCUMENTS 
National Registration Authority Policy can be found here: Registration Authority policy - NHS Digital
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