NWSSP Business Impact Assessment


[image: image14.emf]








[image: image15.jpg]Partneriaeth
Cydwasanaethau
Gwasanaethau Caffael

Shared Services
Partnership
Procurement Services




NWSSP 
BUSINESS IMPACT ASSESSMENT
	 Version: 
	3.0

	Approved By: 
	Senior Management Team

	Date Approved: 
	26 July 2018

	Name of originator / author: 
	Peter Stephenson, Head of Finance & Business Development

	Name of executive lead: 
	Mark Roscrow, Director of Procurement Services

	Date issued: 
	27 July 2018

	Review Date: 
	26 July 2020

	Target Audience: 
	SMT


Revision History

	Version
	Date
	Author
	Reason

	Draft 1.0


	11/05/2018
	Peter Stephenson
	First draft for Core Team Review

	Draft 2.0
	22/06/2018
	Peter Stephenson
	Updated document for SMT

	Final 3.0
	27/07/2018
	Peter Stephenson
	Final after approval by SMT

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Contents
1. Introduction 


2. Policy & statutory duties


3. Key business continuity objectives
4. Business continuity team

5. Risk register scenario’s

6. Division / scenario matrix

7. Priority & impact assessment – Risk rating matrix 

8. Division / service – Key processes
9. Division / service – IT Infrastructure, Hardware, Applications and Software

10. Division / service – People
11. Division / service – Premises & Equipment
12. Division / service – Supplier / Contractors
13. Division / service -  Existing business continuity plans

14. Additional information 

15. Appendices

1. Introduction 

In providing services to the NHS in Wales, NWSSP has a responsibility to ensure that should a major incident occur, all reasonable steps will be taken to continue or resume service in as timely a manner as possible.  

This business impact assessment draws upon work previously undertaken by various parts of the service to establish business continuity strategy and plans and reflects the overall approach of the host organisation as outlined in the Business Continuity Plan.
2. Policy & statutory duties
National Health Service organisations have a duty under the Civil Contingencies Act 2004 to ensure that they have effective business continuity plans in place.  It is the role of NWSSP to support these plans through the continuity of supply of goods and services.  In the event of a major incident NWSSP will respond in line with invocation of the appropriate LHB/Trust Major Incident Plan.

It is a requirement of the Velindre NHS Trust Business Continuity Management Policy that Business Continuity Plans for all service critical activities be written, published and tested.  This Business Impact Assessment and the separate resulting Business Continuity Plan have been developed in line with the above requirement. 
The recovery strategy for NWSSP has been determined based on:

· An overall assessment of critical activities;
· An identification of the resources required to maintain critical activities and current contingency arrangements;
· An analysis of the impact and likelihood of disruption resulting from each disaster scenario and an analysis of the effort required to normalise each situation; and
· The results of the risk analysis for individual disaster scenarios.

3. Key business continuity objectives

Continuity of supply of products and services to NHS Wales is paramount in order to ensure that patient care is not adversely affected by the occurrence of a minor or major incident.  

This objective will take precedence over other strategic objectives under emergency conditions.

Effective business continuity management will also deliver additional benefits including:

· Protecting the reputation of the organisation;
· Identifying, managing and preventing disruptions in advance that can reduce costs in terms of financial expenditure and management time;
· Ensure compliance and demonstrate good corporate governance; and
· Enable maintenance of performance standards and key performance indicators.

4. Business continuity team

The members of the NWSSP Business Continuity Team are as follows:
	
	Lead
	Division
	Email address
	Contact Tel:

	1
	Mark Roscrow
	Procurement
	Mark.roscrow@wales.nhs.uk
	01443 848558

	Co-ordinators

	2
	Peter Stephenson
	Finance & Corporate
	Peter.Stephenson2@wales.nhs.uk
	07932 493302

	3
	Jeffrey Green
	Wales Quality Centre
	jeff@js-green.co.uk
	

	4
	Sharon Webber 
	Procurement
	Sharon.webber@wales.nhs.uk 
	01443 848572

	Team members

	5
	Julia Goddard
	Procurement
	julia.goddard@wales.nhs.uk
	02920 903778

	6
	Lowenna Taylor
	Legal & Risk and Welsh Risk pool
	lowenna.taylor@wales.nhs.uk
	02920 903764

	7
	Dawn Benning
	Legal & Risk and Welsh Risk Pool
	Dawn.benning@wales.nhs.uk
	02920 903872

	8
	Martin Cooper
	Specialist Estates
	Martin.cooper@wales.nhs.uk 
	02920 904085

	9
	Nicola Phillips
	Primary Care
	Nicola.philips4@wales.nhs.uk 
	01495 300772 
07816 074338 

	10
	Matthew Alderman
	SMTL
	Matthew.Alderman@wales.nhs.uk 

	01656 752820

	11
	Jessica Bodman
	SMTL
	jess@smtl.co.uk
	01656 752165

	12
	Niall Quilton
	Employment
	Niall.P.Quilton@wales.nhs.uk
	01792 517064

	13
	Glyn Thomas  
	Finance, IT and PMO
	Glyn.thomas7@wales.nhs.uk 
	01443 848559

	14
	Andy Butler
	Corporate
	Andrew.butler@wales.nhs.uk 
	01443 848551
07803 736908

	15
	Simon Cookson
	Audit & Assurance
	Simon.cookson@wales.nhs.uk 
	01443 848570
07775 017412

	16
	Charlette Middlemiss
	Workforce Education & Development
	Stephen.griffiths2@wales.nhs.uk 
	01443 848630

	17
	Tony Chatfield
	NHS Health Courier Service
	Tony.chatfield@wales.nhs.uk
	01745 532619

07912 597015

	18
	Nicholas Lewis
	IT (Cyber Security Services)
	Nicholas.lewis@wales.nhs.uk 
	07557915130

	19
	Graham Dainty 
	Counter Fraud
	Graham.Dainty@cfsms.gsi.gov.uk
	01495 334101

	20
	Clare Webber
	Student Awards
	Claire.webber@wales.nhs.uk
	02920 905378

	21
	Stuart Fraser
	Central Team eBusiness
	stuart.fraser2@wales.nhs.uk
	02920 745598 

	22
	Graham Davies
	Procurement (Supply Chain)
	Graham.davies@wales.nhs.uk
	01443 848585
07805 760751

	23
	Russell Ward
	Procurement (Accounts Payable)
	Russell.ward@wales.nhs.uk
	02920 903845
07833 475726

	24
	Gareth Hardacre
	Workforce OD, WFIS & GP Speciality Registrar 
	Gareth.hardacre2@wales.nhs.uk
	01443 848586

	Other

	25
	Neil Frow
	Managing Director 
	Neil.frow@wales.nhs.uk
	

	25
	NWIS
	National Service Desk On-Call Support
	
	07876 577 205

	26
	Welsh Government
	OOH Emergency Number
	Ask for on-call manager for Health. 
	0300 025 5392

	27
	PHW
	Region
 In hours
 Out of hours
 Areas covered
South East Wales 

0300 00 300 32 

0300 123 9234 

Cardiff, Merthyr, Rhondda Cynon Taf, Vale of Glamorgan

 Mid & West Wales

0300 00 300 32

 0300 123 9236

 Bridgend, Neath Port Talbot, Swansea, Carmarthen, Ceredigion, Pembrokeshire, Powys

 North Wales

0300 00 300 32

 0300 123 9235

 Anglesey, Conwy, Denbighshire, Flintshire, Gwynedd, Wrexham

 Gwent 

0300 00 300 32

 0300 123 9234

 Blaenau Gwent, Caerphilly, Monmouthshire, Newport, Torfaen




*SMT members are also contactable through a “WhatsApp” group.
5. Risk register scenarios
A number of workshops have been held with Directorates to identify potentially relevant scenarios to NWSSP that would lead to a business continuity issue. The workshops produced a large number of scenarios and these have been formally reviewed and filtered into the following broad headings:
	No.
	Scenario



	1
	Loss of key staff due to accident, incident etc.



	2
	Outbreak of serious illness/disease affecting population and significant number of staff e.g. Flu pandemic


	3
	Loss of building


	4
	Destruction of stores 


	5
	Loss of access to Receipt & Distribution points



	6
	Loss of utilities at any site


	7
	Loss of critical service software


	8
	Loss of critical service infrastructure 


	9
	Loss of Third Party suppliers



	10
	Loss of critical service hardware



	11
	Loss of specialist equipment (other than IT equipment)


	12
	Loss of archiving




6. Division / scenario matrix
The table below shows the relevance of each scenario to each of the Directorates within NWSSP. These have been compiled through the relevant members of the Business Continuity Team (as in Section 4 above) reviewing each of the listed scenarios. 
	Directorate
	Scenarios

	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12

	Audit and Assurance
	√
	√
	√
	N/a
	N/a
	√
	√
	√
	√
	√
	N/a
	√

	Central Team eBusiness
	√
	√
	√
	N/a
	N/a
	√
	√
	√
	√
	√
	N/a
	N/a

	Employment Services
	√
	√
	√
	N/a
	N/a
	√
	√
	√
	√
	√
	N/a
	√

	Finance &Corporate
	√
	√
	√
	N/a
	N/a
	√
	√
	√
	√
	√
	N/a
	N/a

	Legal and Risk
	√
	√
	√
	N/a
	N/a
	√
	√
	√
	N/a
	√
	N/a
	N/a

	Primary Care
	√
	√
	√
	√
	√
	√
	√
	√
	√
	√
	√
	√

	Procurement
	√
	√
	√
	√
	√
	√
	√
	√
	√
	√
	N/a
	N/a

	SMTL
	√
	√
	√
	N/a
	N/a
	√
	√
	√
	√
	√
	√
	√

	Specialist Estates
	√
	√
	√
	N/a
	N/a
	√
	√
	√
	√
	√
	√
	N/a

	Workforce & OD
	√
	√
	√
	N/a
	N/a
	√
	√
	√
	√
	√
	√
	N/a

	Workforce Education & Development]
	√
	√
	√
	N/a
	N/a
	√
	√
	√
	√
	√
	N/a
	√


7. Priority & impact assessment – Risk rating matrix 
Each Division has assessed its key risks over the continuity of the supply of products and services to NHS Wales in order to ensure that patient care is not adversely affected, using the attached criteria:
	Impact
	Description
	Likelihood
	Description
	Risk Level 
	Risk Rating

	1
	Insignificant - Minimal Impact
	1
	Rare – never happened
	1-3
	Low 

	2
	Minor - situation immediately contained
	2
	Unlikely – not expected to happen
	
	

	3
	Moderate  - some loss of service capability, situation contained with difficulty or with outside assistance, inability to achieve important target, local adverse publicity
	3
	Possible – might happen occasionally
	4-6
	Moderate  

	4
	Major  - Significant loss of service capability, situation contained with significant difficulty, significant breach of regulation, inability to achieve key targets, national adverse publicity/major loss of confidence in organisation
	4
	Likely – probably will happen but not regularly 
	8-12
	Significant 

	5
	Catastrophic - Extremely serious impact on the organisation, service closure, national adverse publicity/severe loss of confidence in organisation 
	5
	Almost certain – happens frequently
	15-25
	Critical 


Priority for Restoring Service/Facilities

The table below provides the criteria for each Division in assessing the relative priorities for the restoration of services and facilities in the event of a major incident. 

	Priority Level
	Description
	Timescale for response
	Note

	1
	Critical
	Immediate response
	Prevents provision of an essential service/function

	2
	Urgent
	Within 8 hours
	Will degrade to ‘Critical’ if not addressed within this time band

	3
	Essential
	Within 24 hours
	Major disruption – does not prevent provision of essential service/function

	4
	Important
	Within 3 days
	Will affect services without impacting patient care

	5
	Necessary
	Within 7 days
	Minor disruption to services

	6
	Routine
	Within 14 days
	Will not directly disrupt services but will cause inconvenience

	7
	Non-urgent
	Within 28 days
	Will involve non-urgent repairs/resolution


8. Division / service – Key processes
Each Directorate SMT has assessed its key processes based upon the criteria in the tables above. The degree of detail in each assessment has varied significantly between directorates and the table below provides only summarised information which has been assessed from a corporate (i.e. NWSSP-wide) perspective. The detailed assessments are included in the appendices. 
	Division and Service
	Priority for Restoring
	Recovery Time Objective (RTO)
	Max Tolerable Period of Disruption (MTPD)
	Risk Level
	Comments / any assumptions

	Audit & Assurance Services

	Provision of Internal Audit and Assurance Services
	6
	Need to organise within a few days
	Within 14 days
	8
	Loss of Audit Software would be a major issue but stored on more than one server. All staff are able to work from home or alternative locations.  

	Employee Services

	Recruitment 
	2
	8 hours
	3 days
	8
	Adverts and On-Boarding through Trac are the key priority. 

	Payroll 
	1
	Immediate
	24 Hours
	9
	Monthly and weekly pay runs plus interface between BACS and ESR are critical. 

	Pensions
	4
	3 days
	1 week
	6
	

	Expenses
	3
	24 hours
	3 days
	6
	Time of month – impact greater at mid to end of month

	Lease Cars
	5
	7 days
	10 days
	9
	

	Enablement/Management
	3
	24 hours
	3 days
	6
	Use of Paper alternative (impact dependent on the time of the month). 

	Finance & Corporate Services

	Finance
	4
	24 hours
	3 days
	9
	Specific systems for L&R, WRP and WEDS- critical if failure occurred at year-end. 

	WIBSS
	6
	7 days
	10 days
	6
	

	Salary Sacrifice
	4
	3 days
	7 days
	9
	

	Finance Academy
	7
	28 days
	1 month
	3
	

	PMO
	6
	7 days
	10 days
	6
	Criticality will increase as system becomes more populated.

	IT
	1
	Immediate
	24 hours
	10
	Outside of direct NWSSP responsibility

	Corporate Services
	4
	3 days
	7 days
	9
	

	Legal & Risk Services

	Provision of legal advice


	2
	24 hours
	3 days
	5
	

	Primary Care Services

	Payment to Contractors
	4
	2 days
	3 days
	6
	Also dependent on BACs process and payments processing to produce schedule. Criticality depends on the time of the month.

Failure to pay would present a risk in terms of the contractor continuing to provide care. (30 days)

	Acceptance/deduction to/from GPs lists 
	4
	3 days
	7 days
	3
	

	Additions to or variations or removals/amendments to Medical, Dental and Ophthalmic Performers Lists and the Pharmaceutical List 
	6
	7 days
	10 days
	12
	

	Prescription Processing Schedule Completion 
	6
	7 days
	10 days
	2
	In the event of major outage impact may be mitigated by arranging a temporary payment based on previous month or on contractors average items.  This would require extensive remedial work.
This becomes higher risk and higher priority the closer the event to the 21st of the month.  Failure 3 days before this date would give a lower max tolerable period of disruption 4-5 working days in order to meet BACS deadlines for 1st of the following month.

Prescription Processing Review
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	Scanning of submissions 
	6
	7 days
	10 days
	2
	Criticality increases the closer disruption occurs to the payments deadline that the submission scanning feeds.  See above..

	Procurement Services

	Supply chain service
	2
	8 hours
	24 hours
	8
	Non-delivery of supplies to premises would quickly have an impact on service provision and patient care

	Accounts Payable service
	4
	3 days
	7 days
	5/6
	Although no immediate impact would be experienced by suppliers failure to pay within terms would present a risk to continuity of supply

	Sourcing
	4
	3 days
	7 days
	6
	Although no immediate impact would be experienced by the service failure to administrate products/services would compromise security of supply

	Frontline (buying)
	2
	8 hours
	24 hours
	8
	Non-delivery of supplies to premises would quickly have an impact on service provision and patient care. Without the functionality or availability of staff to place orders the customer impact would be significant.

	E-Enablement
	4
	3 days
	7 days
	2
	Dependant on the time of month i.e. most critical time is end/start of month. Also dependant on severity and criticality of situation.

	Specialist Estate Services

	Site Disposal
	7
	7 days
	14 days
	3
	

	Acquisition of site
	7
	7 days
	14 days
	3
	

	Engineering services
	6
	3 days
	7 days
	4
	

	Workforce OD/WfIS

	Digital Workforce Solutions
	4
	8 hours
	24 hours
	9
	Dependence on ESR 

	Learning & OD
	4
	3 days
	7 days
	5
	Server being migrated to NWIS

	Workforce
	5
	24 hours
	3 days
	4
	Business process includes telephone help desk service

	GPS 
	4
	24 hours
	3 days
	9
	GP Trainees Lead has been absent leading to difficulties in accessing files. 

	Health & Safety
	4
	24 hours
	3 days
	9
	Covered by one person only

	Workforce Education and Development Services 

	Education Commissioning
	5
	7 days
	10 days
	9
	Extent of impact is dependent upon timing in annual commissioning cycle and monthly payment routine. Although individual services are identified there are links between the services e.g. Commissioning dependent upon Workforce Planning support. Support from Head of Finance is also essential for commissioning.  

	Workforce Planning
	7
	28+
	1 month
	6
	

	Workforce Modernisation
	7
	28+
	1 month
	6
	

	Workforce Education
	7
	28+
	1 month
	6
	


9. Division / service – IT Infrastructure, Hardware, Applications and Software
Each Directorate SMT undertook an exercise to identify key IT systems within their own areas. These have been further assessed from a corporate perspective to identify the key systems for the wider organisation. These key systems are summarised below but the detail of all the Directorate assessments is again provided in the appendices. 

	Directorate
	Key Systems
	Used For 
	Cover Arrangements

	Audit & Assurance
	TEAMMATE
	Internal Audit Software. 
	Hosted on multiple servers. 

	Employee Services
	TRAC
	Recruitment
	TBC

	
	EARL
	Daily tasks, manual payments, reports
	TBC

	Finance & Corporate


	ORACLE
	All key financial systems including those linked to procurement. 
	TBC

	
	MITEL TELEPHONY
	Telephone system hosted by Companies House. 
	TBC

	Health Courier Services
	CLERIC
	Driver Monitoring system. 
	TBC

	Primary Care Services
	NHAIS
	Payments to Primary Care Contractors
	Currently provided by NHS Digital but system coming to end in October 2018

	
	Open Exeter
	Payments to Primary Care Contractors
	Currently provided by NHS Digital but system coming to end in October 2018

	
	Prescription Pricing Systems
	Payments to Pharmacy Contractors
	Currently provided by NWSSP – PCS 

	
	NWIS – PERFORMER DATABASES
	On boarding performers to the appropriate lists enabling them to practice in NHS Wales
	NWIS

	Procurement
	CAMMS
	Community Health Care
	TBC

	Workforce & OD

 
	ESR
	All key personnel related tasks.
	TBC

	Legal & Risk Services
	Legal & Risk Database
	Case Management System
	Built and managed by B.R Computing 

	
	Virtual Cabinet (VC)
	Document Management System
	Supplied by Reckon 


10. Division / service – People
Each Directorate SMT undertook an exercise to identify key posts within their own areas. These have been further assessed from a corporate perspective to identify key potential points of failure to the wider organisation. These key posts are summarised below but the detail of all the Directorate assessments is again provided in the appendices. 
	Directorate
	Key Posts
	Essential Tasks 
	Cover Arrangements

	Finance & Corporate


	Cyber Security Lead
	Operations/Projects/ Development & Security
	One contract developer currently in place and security aspects to be covered through NWIS

	
	Welsh Language Officer
	Responsibility for meeting the requirements of the Welsh Language Standards.
	There are two translators in the team but they may be unable to take on the leadership role. 

	Legal & Risk 
	Business Information Manager
	Administrator management arrangements for the Document Management and Case Management systems. 
	No formal cover but Mark Harris and Lowenna Taylor would look to cover the role. 

	Workforce & OD

 
	TEL Programme Manager
	Provision of on-line e-learning for 76,000 NHS employees across Wales. Provision of induction training.core skills framework and other related training for NWSSP staff.
	Lessons learned from current absence of GP Trainees Lead. File conventions to be restructured to give easier access and tasks to be process-mapped

	
	GP Trainees Lead
	Lead employer for 406 GP Trainees across Wales
	Current issue due to the absence of the GP Trainees Lead. Very difficult to initially access her files so work on-going to restructure file conventions and to process-map key tasks.

	
	Health & Safety Manager
	Provision of health and safety advice and training; responding to incidents and ensuring learning from experience.
	As H&S is covered by one person only, there would be difficulties in the event of her unplanned absence. Access to Datix would still be possible through Information Governance Manager. However, no-one would be easily able to pick up the work of the H&S Manager.


11. Division / Service – Premises & Equipment
The following premises are utilised by NWSSP staff and directorates. 
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Alder House

Bridgend Stores

Bronglais

Bronylls Hospital

Cefn Coed Hospital

Charnwood Court

Church Village 

Hospital

Cleppa Park

Companies House

Cwmbran Stores

Denbigh Stores

Eryldon Hospital

Hafan Derwen

HART

Lansdowne

Llandough Hospital 

Llanfairfechan

Llanfrechfra Grange

Mamhilad House

Mamhilad (Brecon 

Mamhilad (Cwmbran)

Matrix House

Morriston Hospital

Neath Port Talbot

Preswylfa, Mold

Prince Charles 

Hospital

Prince Phillip Hospital 

Princess of Wales 

Hospital

Royal Glamorgan 

Hospital 

Picketston

Swansea Ambulance 

Station

Tywyn Hospital

University Hospital 

Wales (2 sites)

WAST, St Asaph

Westpoint

West Wales General 

Hospital 

Withybush Hospital (2 

sites)

Wrexham Ambulance 

Station

Ysbyty Ystrad Fawr

TOTAL LOCATIONS

Directorate 

Audit & Assurance 12

Central Team e-Business 1

Employment Services 6

Finance & Corporate 6

HCS 16

Legal & Risk 2

PCS 5

Procurement 18

SMTL 1

Specialist Estates Services 1

Workforce & OD 3

WEDS 1

WIBSS 1

Number of Directorates in 

Building 1

7 1 1 2 1 6 1 1 8 1 3 1 2 1 1 1 2 1 1 1 4 5 1 2 1 1 1 1 1 1 1 1 2 1 1 1 2 1 1 73
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Separate building continuity arrangements are in place for the following locations:
	Charnwood Court
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	Companies House
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For many of the NWSSP staff, a temporary problem with access to a building would not be a major issue as they have laptops and would therefore be able to work from home or an alternative location so long as the IT systems remained available. This would not however be the case for the following directorates:
	Directorate
	Alternative Locations
	Essential Equipment at Alt. Locations
	Reciprocal Agreements

	Employment Services


	MH > ABMU Locations
AH > BCU Locations

	Minimal Laptops (NHS Network) available with Senior Managers, additional hardware would be required long term.

	No

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Primary Care


	Yes – although scanning restricted to Companies House and Cwmbran House.
	Yes – apart from restrictions on scanner. 
	Yes, however this is reliant on NWIS providing necessary connectivity. N/a for scanning. 


	
	
	
	

	
	
	
	

	
	
	
	

	Procurement 


	All staff have laptops in Accounts Payable.

Staff and processes can switch between the three central stores. 

The Emergency Warehouse at St. Athan could function with NHS England support. 

The staff in the nine Receipt & Distribution Stores can work from neighbouring sites. 
	For Supply Chain the facilities, equipment and operating procedures are common across all sites. 

So long as alternative premises have access to networks then staff are able to work effectively. 
	Nothing formal. 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Specialist Estates


	Work from home or other NWSSP/NHS locations. 
	Technical equipment is either held at Companies House or in engineers’ homes. Replacement technical equipment may not be readily available should a disaster occur at Companies House. 
	Yes in relation to NWSSP, however this is reliant on NWIS providing necessary connectivity. 

	Workforce & OD

 
	Able to work from all NHS Wales premises and home. Network / RSA secure login required
	TEL Server sat In Manchester and there is no resilience in place were this to fail. Would not lose history but no-one would be able to access training material.
	Server currently being migrated to NWIS. 

	
	
	
	

	
	
	
	


The full detail of the above for all Directorates is provided as an Appendix. 
12. Division / service – Supplier / Contractors
All Directorates also undertook an exercise to identify any key suppliers and to assess the impact of a major incident with that supplier. Full details are provided in the appendices but the key suppliers from a corporate perspective are as follows: 
	Supplier
	Would essential suppliers be able to respond in the event of an incident? 
	Are there other providers you could work with in the event of an emergency

	Version 1 - Oracle
	Full Disaster Recovery with Cardiff & Vale Health Board Data Centre. Tested annually. 
	NWIS

	Bravo/Basware
	Position unclear. Welsh Government contract.  
	NWIS

	NWIS
	Confirmed disaster recovery plans in place. These were apparently tested earlier this year but need to chase for sight of results of testing.
	No - Total reliance on NWIS for IT services.

	Kodak (Scanner Provider for PCS)
	Rapid response + maintenance contract in place.
	No

	DH (ESR)
	Yes
	N/a

	Medgate
	Provide OH service – resilience arrangements being updated for new contract. 
	Arrangements being put in place in event of Medgate failing. 

	Reckon (VC)
	Yes – helpline available. 
	No

	B.R.Computing (Legal & Risk Database)
	Yes 
	Possibly, but this would be very expensive and most other suppliers would be reluctant to help. 


13. Division / service -  Existing business continuity/emergency plans
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14. Additional information
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15. Appendices
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1.
INTRODUCTION

In providing services to all staff within Companies House Corporate Services has a responsibility to ensure that should a major incident occur, all reasonable steps will be taken to continue or resume service in as timely a manner as possible.  

This business impact assessment is the first to have been undertaken since the establishment of NWSSP Corporate Services hosted by Velindre NHS Trust.  It draws upon work previously undertaken by various other Services to establish business continuity strategy and plans.  It reflects the overall approach of the host organisation as outlined in the Trust Business Continuity Management Policy.


2.
POLICY & STATUTORY DUTIES

National Health Service organisations have a duty under the Civil Contingencies Act 2004 to ensure that they have effective business continuity plans in place.  It is the role of Corporate Services to support these plans through the continuity of services.  In the event of a major incident Procurement Services will respond in line with invocation of the appropriate LHB/Trust Major Incident Plan.

It is a requirement of the Velindre NHS Trust Business Continuity Management Policy that Business Continuity Plans for all service critical activities be written, published and tested.  This Business Impact Assessment and resulting Business Continuity Plan has been developed in line with the above requirement and supports the NWSSP Business Continuity Plan.


The recovery strategy for Companies House Corporate Services has been determined based on:


· An overall assessment of critical activities.


· An identification of the resources required to maintain critical activities and current contingency arrangements.


· An analysis of the impact and likelihood of disruption resulting from each disaster scenario and an analysis of the effort required to normalise each situation.


· The results of the risk analysis for individual disaster scenarios.


3.
KEY BUSINESS CONTINUITY OBJECTIVE

Continuity of site availability is paramount in order to ensure that Service areas are not adversely affected by the occurrence of a minor or major incident.  


Effective business continuity management will also deliver additional benefits which include:


· Protecting the reputation of the organisation.


· Identifying, managing and preventing disruptions in advance that can reduce costs in terms of financial expenditure and management time.


· Ensure compliance and demonstrate good corporate governance.


· Enable performance standards and key performance indicators to be maintained.


4.
RESOURCES 

The Business Support team for Shared Services are located on the 4th floor. Main point of contact for day to day issues will be Steve Edwards and Martin Griffiths. For more specialised queries it will be Tony Magness. 


The following is the Business Support email which should be used for ALL contact:


NWSSPCompanies.HouseBusinessSupport@wales.nhs.uk

Business Support Manager: 
Tony Magness
02920 904018

07880 475064


Business Support Team:  
 Steve Edwards
02920 903810

07889 570240


Business Support Team:  
 Marin Griffiths

02920 903810


The Business Support team will deal with all issues relating to Shared Services and are the point of contact for all Shared Services staff for office support management issues. 


The Companies House FM team are located on the second floor headed by Gareth Leek.  They are not to be contacted by staff directly. 


Companies House has 4 Floors of which NWSSP occupy the 4th and part of the 3rd. 


Companies House have maintenance responsibility for almost all areas.


Companies House Reception is located on the ground floor and provides building wide usage. They will not provide specific services for Shared Services e.g. taking messages or dealing with telephone calls. 


5.
CRITICAL PROCESSES


The following critical processes have been identified if we are to achieve our aim of building continuity.  


Unable To Access Building / Severe Weather

Where it is not possible to gain entry to the building for an extended period of time (e.g. fire, flood, etc), arrangements need to be set in place to keep Services and staff informed of the situation.

It is the duty of every member of staff to regularly attend work, even during periods of extreme weather, to ensure services are not unduly disrupted.  Staff have a duty make every reasonable effort to attend work and will be expected to demonstrate that they have made an effort.  No assumption should be made that extreme weather always triggers the approval of paid leave. Full details can be seen in the Velindre Adverse Weather Policy, Ref Black 39. 


Companies House have an Emergency Command Team that is able to make decisions at any time. These include the closure of the building, which may be due to not only to weather but flooding, lack of water supply, fire damage etc.


In the event that they need to distribute information they would contact our named representatives by telephone.  


		NHS Wales Representatives

		1st Contact No

		Back Up No



		Tony Magness

		07880 475064

		07837 230451



		Stephen Edwards

		07889 570240

		07500 817605





· A message would also be placed on their emergency line although this would be more Companies House orientated. They are happy for our representatives to access this line but not for it to be more widely distributed. 


· Business Support  will email and/or phone darren.davies@wales.nhs.uk (07983 514597) and nathan.williams@wales.nhs.uk  (07494 445265) to update Website http://nww.sharedservicespartnership.wales.nhs.uk/home 


· Business Support will make one phone call to each Service to update on situation.


Each Service would need to have their internal process thereafter how they cascade out the information via contact points for their staff.

		Service Areas

		Contacts

		Phone 



		Procurement

		Keir Warner


Alex Curley


Nic Cowley


Andy Smallwood

		07852 717067


07590 666860


07880 501068


07771 795513



		Accounts Payable

		Russell Ward


Alison Ruckley


Rowena Bines

		07833 475726


07814 899907


07961 969181



		Employment

		Huw Allaway 


Wendy Hughes


Wayne Evans

		07790 406379


07715 383951


07539 207758



		Recruitment

		Kelly Skene


Richie Haworth

		07976 946118


07772 257108



		Primary Care

		Dave Hopkins


Neil Jenkins


James Goddard


Nicola Phillips

		07721643588


07833293415


07896926581


07816074338



		Legal

		Anne-Louise Ferguson


Mark Harris

		07789 648350


07801 505739



		Specialist Services

		Martin Cooper


Neil Davies

		07715 426037


07798 607962



		Audit

		Steve Wood  

Huw Richards

		07975 619283


07790 989268



		Student Awards

		Alan Sims


Caroline Coomansingh


Carol Reid

		07955 550956


07880 490147


07952 471826



		IT

		Kay McCarthy


Mike Bryan

Mary Hopkins

		07772 908633


07974 321609


07814 619908



		Job Evaluation

		Karen Williams

		07527 551870





Electricity Supply Failure


In the event of an electricity supply failure the building would rapidly become unusable.  Lighting, IT and office equipment, lifts and heating will be affected.  Alarms and emergency lighting would all operate on battery back-up but only for a short time (between 40 minutes to two hours dependent on the drain on the batteries).  Severity of impact would be dependent on time of year.


Companies House have a UPS and Generator system in place to protect the server farms and the IT infrastructure housed within those farms. However we do not have any electrical backup for the PC’s on everyone’s desk. Obviously this will affect a great number of staff and would mean that although the IT systems would be still working nobody would be able to use them.

It is normal practice for IT to check servers, network switches etc following a power failure. The BSI Department will arrange this if an incident occurs during office hours but there is currently no support arrangement with NWIS outside of normal office hours (in the pipeline). There is a potential risk staff could come in following an overnight power failure and be unable to work if there is a residual problem.



Business Support will liaise with Companies House and keep Management and staff informed.

Gas Leak

In the event of a gas leak Inform Business Support. 

Seal off area from staff, avoid using light switches. Commence evacuation.

Business Support will liaise with Companies House and keep Management and staff informed.


Interruption to Water Supply 


An interruption to the water supply would soon make a building unfit for staff habitation.  There would be no drinking water and water for only a few hours to operate toilets. 

Companies House would need to determine the area affected by the interruption and how long it will take to restore service.  Measures may include the installation of portable toilets and bottled water. However the full evacuation of the building is a possibility. 

Business Support will liaise with Companies House and keep Management and staff informed.

While this risk is considered a risk of temporary disruption it would require an immediate response.


6.
IT & TELEPHONY SYSTEMS

IT Infrastructure


A business impact assessment is being developed for NWSSP to help identify business critical systems, associated risks, impact and safeguards required in the event of a major disruption. It is the responsibility of each directorate to ensure business continuity plans are in place in the event of disruption to business operations. The BSI department in collaboration with NWIS need to ensure disaster recovery arrangements for critical IT infrastructure.” 

Network Connection

The PSBA network is the wide area network used by NHS Wales. Loss of PSBA network would prevent access to systems and data including Oracle, e-mail, telephone, network folders etc. NWSSP Companies House site has a resilient connection to the PSBA network. The secondary resilient link will seamlessly activate in the event of a problem with the primary PSBA line.

Servers and Hosting Environment

Server rooms have appropriate measures to protect IT equipment including:

· Secure lock and access by authorised individuals only


· Environmental monitoring system


· Compliant fire control measures


· Air conditioning system with secondary back-up


Should the site become inaccessible, staff will be able to access hosted systems/services remotely unless the servers are down. As part of the ongoing Infrastructure upgrade project, resilience has been put in place at a secondary site (national data centre) to allow disaster recovery in the event of a failure at primary site. Note that all services/systems are yet to be migrated to the new infrastructure.



Laptops


Staff with laptops are able to work remotely using SecurID token (VPN). However, not all laptops are taken home on a regular basis and in the event of the site becoming inaccessible the equipment would not be usable. Heads of departments should ensure that at any one time, an agreed number* of staff within the department take their laptop home in order to be able to work remotely in the event of building unavailability. The number of staff with laptops within a department should be based on business need and agreed as part of business continuity arrangements. The BSI department will maintain a small pool of equipment. 


Remote Access


The following services are hosted from national data centres (offsite) and therefore can be accessed remotely if the site is inaccessible:


· Emails/calendar


· VPN – securID token


· NWSSP central file storage


· ServicePoint / ActionPoint


· Video conferencing/Lync


MobileIron – access to email via mobile devices


Telephony


The Mitel phone system on site is clustered with Nantgarw, allowing for the transfer of calls should the need arise. The BSI dept in consultation with directorate ICT leads can arrange (with phone supplier) to divert business-critical numbers to alternative site in the event of local failure. There is currently no diversion in place. As part of business continuity planning, departments may also need to put in place arrangements like corporate mobile phones for emergency situations. As part of the ongoing Telephony upgrade project, resilience has been put in place at a secondary site (national data centre) to allow disaster recovery in the event of a failure at primary site.


KEY CONTACTS


NWSSP STAFF


		Tony Magness

		07880 475064

		07837 230451

		tony.magness@wales.nhs.uk



		Steve Edwards

		07889 570240

		07500 817605

		steve.edwards@wales.nhs.uk



		Martin Griffiths

		02920 903810

		

		martin.griffiths5@wales.nhs.uk





IT SUPPORT


		NWIS

		02920 02525

		

		it.servicedesk@wales.nhs.uk



		Support Team

		02920 905300

		

		nwssp.servicepoint@wales.nhs.uk





COMPANY HOUSE CONTACTS


		Gareth Leek

		02920 380036

		

		



		Mike Methuen

		02920 380100

		

		



		Support

		02920 380911

		

		





MANAGEMENT


		Neil Frow

		07773 318861

		

		neil.frow@wales.nhs.uk



		Andrew Butler

		07980 736908

		

		andy.butler@wales.nhs.uk



		Hazel Robinson

		

		

		hazel.robinson@wales.nhs.uk



		Paul Thomas

		

		

		paul.thomas2@wales.nhs.uk



		Mark Roscow

		

		

		mark.roscow@wales.nhs.uk



		Darren Davies

		07983 514597

		

		darren.davies@wales.nhs.uk



		Nathan Williams

		07494 445265

		

		





BUILDING FUNCTIONALITY


		

		

		



		Air Conditioning

		

		



		

		

		



		

		

		



		Electrician

		

		



		

		

		



		Photocopiers

		

		



		Plumber

		

		



		

		

		



		Removals

		

		



		Royal Mail Collections

		Customer Help Desk

		0856 609 7788
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Appendix B – List of Key posts for each Directorates



		Directorate

		Key Posts

		Essential Tasks 

		Cover Arrangements



		Audit and Assurance 

		All senior staff (i.e. Band 7 and above)

		Internal Audit 

		Framework contract with private sector provider plus use of agency staff and ability to move staff between teams. 



		Employment Services



		Payroll Officer

		Processing and committing Payroll

		Can take six months to train new recruits. 

Other Teams, HD>ABMU, CH> ABMU, BCU > CH

Payroll Bureaus (IBM)

Re-employ pensioners



		

		Pensions Officer

		Prompt processing of applications for pensions, collation of information. (Payment for Death in Service)



		Can take up to 1 year to be fully competent.

HD>CH, BCU> CH, CH > BCU





		

		Expenses Officers

		Payment of Expenses

		Only one month needed to become competent. 

Other Teams, HD>ABMU, CH> ABMU, BCU > CH





		

		Recruitment Advisors

		Advertising jobs and processing applications. 

		Advisors replaceable with 2-3 month’s training.

Other Teams 



		

		Lease Car Officers

		Process orders and administration of lease cars

		Officers replaceable after 3 month’s training.

Potential WAST support.



		

		Enablement Management

		New appointment form generation

		Difficult to replace staff but not all staff critical to day-to-day business.



		Finance & Corporate





		Richard Phillips

		Monthly financial reporting/closure of accounts at year end

		New member of staff being recruited which will address cover for RP by end 2017



		

		Nick Lewis – Development & Security

		Operations/Projects/ Development & Security

		One contract developer currently in place and security aspects to be covered through NWIS



		

		Darren Davies/Nathan Williams - Communications

		Communications

		Cover now in place. 



		

		Counter Fraud Staff

		Investigating and prosecuting complex NHS economic crime allegations, overseeing LCFS investigations in Wales and all NHS Wales cases referred to CPS and proceeding through the criminal justice system.

		Assistance would be sought from NHS Counter Fraud Authority with on-going financial investigations and complex fraud cases. Support also available from LCFS at health bodies to deal with new fraud referrals. 



		

		Tony Magnus/Phil Byfield/Nisha Eddy/Carly Wilce – Building Support Managers

		Building Support

		Cover now in place. 



		Legal and Risk



		Clinical Negligence and Personal Injury Claims 

		Communicating  with clients, claimant solicitors, courts and other third parties

Attending Court hearings

Providing urgent or time critical legal advice

Meeting Court and procedural deadlines

Retaining Accurate records of legal activities

		Use of bank and agency staff



		

		Employment Law Advice and conduct at Employment Tribunals

		

		



		

		Commercial Contracts

		

		



		

		Inquests

		

		



		

		Property Transactions

		

		



		

		Mental Health Act/Mental Capacity

		

		



		

		General Legal Advisory 

		

		



		

		Provision of Reports

		Reports to HB's

Reports to other stakeholders

Reports to internal stakeholders

Reports to WG

		



		

		Reimbursement of Claims

		Verification of data

Validation of supporting documents

Finance processing

		Cover from Legal & Risk staff



		

		Training

		None

		



		Primary Care



		Authorising Signatory

Processing Lead 

Payment Manager

		Primary care payments made accurately and against payment timescales

		Cross cover contingency arrangements in place across PCS sites.





		

		Processing Lead

Registration Manager

Team Leader

		Patient assignments actioned within 48 hours

		



		

		Processing Lead

Registration Manager

Team Leader

		Acceptance/deduction to/from GPs lists for linked/non linked practices processed within an average of 2 working days except when an allocation of NHS number is required

		



		

		Contracts Manager

Contracts Support Manager

Contracts Team Leader

		Additions to or variations or removals/amendments to Medical, Dental and Ophthalmic Performers Lists and the Pharmaceutical List processed within three months of receipt of full application

		



		

		Stores & Distribution Controller

Business Support Officer

		Category A Cascade alerts to contractors to be issued within 6 hours of receipt

		



		

		Stores & Distribution Controller

Business Support Officer

		Category B Cascade alerts to contractors to be issued within 24 hours of receipt

		



		

		Processing & Prof Services Lead

Processing Team Manager

Data Input Officers

		Prescription Processing Schedule Completion by the 21st of each month

		None.  Service/expertise currently contained on one site.



		

		Document Scanning Manager

Document Scanning Team Leader

Scanning Officers

		All previous month submissions to be scanned by last working day of the month

		Cross cover contingency arrangements in place across PCS sites.





		Procurement 



		Payment Run Supervisors

		Accounts Payable

		Staff are able to cover for each other



		

		Supply Chain Staff

		Ordering, storage, distribution and delivering of goods. 

		Staff could interchange amongst sites.



		

		Sourcing Category Officers and Managers

		Co-ordinate/ensure security and continuity of supply.  

		Procurement skills transferable but limited ability to transfer product/service knowledge. However, use of contract knowledge files assists as does support within category teams. 



		Specialist Estates



		Authorising Engineers

		Assess, examine and record competency of approved persons at Health Boards. 

		Sufficient Chartered Engineers to cross cover each discipline. 



		

		Decontamination Engineers

		Test decontamination at Health Board & Trust sites. 

		Cover available from within the team. 



		

		Performance Standard Engineers

		Validation Services

Witness testing

Special engineering investigations. 

		Cover available from within the team.



		

		Head of Estates Development

		Specialist advisory and guidance 

		Difficult to replace specialist professional and technical staff in this area. 



		

		Specialist Advisors

		Specialist advisory and guidance 

		Difficult to replace specialist professional and technical staff in this area. 



		

		Head of Designed for Life

		Procurement of construction frameworks.

Contractor/consultant letting service for capital schemes. 

		Cover available from within the team.



		

		Framework Managers

		Procurement of construction frameworks.

Contractor/consultant letting service for capital schemes. 

		Cover available from within the team.



		

		Head of Property/Property Surveyors

		Provide triennial rental reimbursement assessment of GP Practices. 

Manage acquisition and disposal of NHS Wales Estate. 

Maintain lease management database and manage lease renewals. 

Undertake property searches.

Provide professional property related advice, guidance and support to NHS Wales and WG. 

		Cover available from within the team.



		

		Property Officers/Assistant Technical Officers

		Provide NHS Wales with updated Land and Property Portfolio Plans. 

		Cover available from within the team.



		

		SES Director/Head of Estates Development/Business Manager/Information Officer.



		Produce Wales specific estates and facilities technical guidance based on DH publications. 

		Cover available from within the team.



		Workforce & OD

 

		Deputy ESR Programme Director

		Project managing the ESR Hire to Retire Work Programme;

Developing digital learning solutions; 

Managing the ESR operational transactions and contract arrangements

		ESR experts within T/HBs, ESR DH Functional & operational support from DH, IT  support from NWSSP IT team, NWIS and Pembrokeshire College



		

		TEL Programme Manager

		Provision of on-line e-learning for 76,000 NHS employees across Wales. Provision of induction training.core skills framework and other related training for NWSSP staff.

		Lessons learned from current absence of GP Trainees Lead. File conventions to be restructured to give easier access and tasks to be process-mapped



		

		GP Trainees Lead

		Lead employer for 406 GP Trainees across Wales

		Current issue due to the absence of the GP Trainees Lead. Very difficult to initially access her files so work on-going to restructure file conventions and to process-map key tasks.



		

		Health & Safety Manager

		Provision of health and safety advice and training; responding to incidents and ensuring learning from experience.

		As H&S is covered by one person only, there would be difficulties in the event of her unplanned absence. Access to Datix would still be possible through Tim Knifton, IG Manager. However, no-one would be easily able to pick up the work of the H&S Manager.



		Workforce Education & Development]



		Stephen Griffiths

Martin Riley

Chrissy (?)

		Confirmation of student numbers, monthly payment, reconciliation and performance reviews. 

		Need to consider succession planning for key roles. 








Appendix D – Key Suppliers



		Directorate

		Supplier

		Would essential suppliers be able to respond in the event of an incident? 

		Are there other providers you could work with in the event of an emergency



		Audit and Assurance 

		TeamMate

		Yes

		Work could be documented in word/excel until software is available. 



		Employment Services



		IBM

		Relevant to all areas and particularly for BACS processing. 

		No formal agreements in place. 



		

		EARL 

		Relevant to Payroll and Pensions

		



		

		TNT

		Courier services relevant to Payroll

		



		

		HCS

		Courier services relevant to Payroll

		



		

		Health Boards and Trusts

		Relevant to Payroll, Recruitment and Enablement Management in areas such as rostering, finance, accounts payable, TRAC input and e-mail)

		



		

		NHS Pensions

		Relevant to Pensions 

		



		

		SEL

		Relevant to Expenses

		



		

		TRAC

		System for Recruitment

		



		

		DORA

		Relevant for Recruitment – NWSSP IT?

		



		

		NHS JOBS

		Relevant for Recruitment

		



		

		Capita

		Relevant for Recruitment

		



		

		HMRC

		Relevant for Lease Cars

		



		

		MID

		Relevant for Lease Cars

		



		

		PASA

		Relevant for Lease Cars

		



		Finance & Corporate





		NHS Fleet Solutions

		Relevant to Salary Sacrifice

		Need to check Business Continuity Arrangements



		

		NHS Counter Fraud Authority

		Relevant for Counter Fraud. 

		LCFS at Health Bodies although there is no formal agreement in place. 



		

		NWIS

		Relevant for IT. 

		Confirmed disaster recovery plans in place. These were apparently tested earlier this year but need to chase for sight of results of testing.



		

		Pulsant 

		Relevant to PMO for CAMMs project

		Need to check Business Continuity Arrangements



		

		Velindre NHS Trust 

		Clive Curle - Velindre Systems Manager. Could be single point of failure if suddenly unavailable.

		Need to check Business Continuity Arrangements. 



		Legal and Risk



		Reckon/NWIS

		Yes - Reckon and NWIS provide a helpdesk service, which operates in office hours.  The Legal & Risk database supplier is available on demand.

		No - Specialist software is in use.  No suitable alternatives exist.



		Primary Care



		NWIS

		Total reliance on NWIS for IT services.

		No



		

		Scanner Provider

		Rapid response + maintenance contract in place.

		No



		Procurement 



		

		N/a for Accounts Payable

Yes for Supply Chain

Yes for Sourcing although more formal and robust plans are needed. 

		NHS England/NHSSC/NHS NI/ NHS Scotland/NPS/CCS/ESPO/YPO/TUCO



		Specialist Estates



		NWIS/NWSSP IT

		Total reliance on NWIS for IT services supported by NWSSP IT Department. 

		There is a private and public sector market for these services but no formal agreements are in place. 



		Workforce & OD

 

		DH (ESR)

		Yes

		N/a



		

		IBM

		Yes

		N/a



		

		Medgate

		Provide OH service – resilience arrangements being updated for new contract. 

		Arrangements being put in place in event of Medgate failing. 



		

		NWIS

		Yes

		N/a
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[bookmark: _Toc499791975]Back Ground



In the months of April and May 2017 prescription processing, within Transaction Services, were processing March 2017 prescription submissions however PCS came very close to missing the agreed payment date for one of the Health Board which would have constituted a breach of the Service Level Agreement. A review into contributing factors was conducted in June 2017 which is embedded here for reference.









One of the actions that came from the review is that a process review be carried out to ensure that the end to end process is clearly understood and improved where possible to prevent a reoccurrence in the future. 



[bookmark: _Toc499791976]Scope



To review and map the existing business process at a high level with particular focus on whether improvements can be made in flagging potential risks to not meeting the payment SLA’s earlier and develop a protocol that implements a number of actions to mitigate the risk sooner. 



[bookmark: _Toc499791977]Process Mapping Findings



For a visual outline of the end to end process please see page 7. A PDF version of this has been embedded here for a closer review of it.





 

[bookmark: _Toc499791978]Key Risks and Control Points



· Drug Files  



A dependency exists on the BSA Master Drug files that are made available from NHSBSA each month on the 1st. From time to time an issue can be experienced when the files are used to update processing reference data for automated processing via the ICR process and within Data Capture for user processing. When this occurs the files and the job that is used to extract the drug data are analyzed by a Developer in M&TS to determine the issue. Where the problem relates to the files received from the BSA a call is logged with them.  If the issue relates to the import process a change has to be made to the job which can lead to a delay.

 

Any delay in the first 7 days in a processing month could have an impact to meeting the agreed schedule deadline. As soon as a problem is identified the Professional and Processing Lead is notified. A contingency that has been used previously would be to use the previous month’s drug files to start the processing and carry out a rebuild as soon as the updated files had been received from the BSA.  















· Loss of Scanning Capability



DST has two dedicated scanners in use in order to feed the Prescription Process which are covered and maintained by a service agreement with Kodak. In the event of either a mechanical or electrical failure should Kodak be unable to restore a scanner back into service in short space of time a contingency exists where a 3rd scanner can be utilised in Mamhilad.[footnoteRef:1] To support this regular batches are scanned each month from Mamhilad to ensure that the technical system functions and that staff in that team remain familiar with the preparation and batching process. However a risk does exist here around logistics. In the event that batches have to be moved to Mamhilad “business as usual” processes currently would need to be followed either via Stores or with HCS which could result in the loss of a number of days. This risk ideally could be mitigated by development of prearranged plan where either a prioritized agreement can be made with HCS or that alternative logistics is sourced either by a private courier or private hire arrangements.      [1:  Impact Assessment needs to be carried out to Non Prescription Processing Scanning work carried out be DST. ] 


 

· Loss or reduction of Pre-population



To achieve the Service Level Agreement that is in place the existing process is largely reliant on pre-population of prescription items in order to achieve this. Therefore a constant risk exists where any unexpected loss of pre-population either by a failure in the system or an issue with the decoding of the 2D matrix barcode created by the GP Systems can have a serious effect.



In the past the presence of such a problem would usually only be realised when either day to day production figures were impacted or where it is noticed by the processing staff. For this reason an early warning process was required and has since been implemented. This actively monitors accounts as they are created via the ICR process and when pre-population decreases by 10% or more for a given account, an alert is sent from the ICR Scheduler to SI Team to investigate.  As this occurs not long after the account has been scanned, this ensures that any errors are brought to the attention of the team at the earliest possible opportunity.  



This process compares the current account with the previous month and when received the team collate the results and compile a spreadsheet to monitor these events. Where a change can be implemented to mitigate or reduce the impact this is done as a priority and might include a re-run of scanned images (not re scanning) to update the pre-populated accounts. If the cause of the loss of pre-population is related to the prescriptions barcodes, an urgent call is raised with the PCSD in NWIS for them to investigate. 



Over the time this report was created, a further change has been implemented where the pre-population is monitored at a BSC level (as minor decreases at a pharmacy account level might not trigger the 10% threshold), this is also sent to the Professional and Processing Lead.



A monthly analysis of non read barcodes is also conducted after scanning is complete and this is shared with NWIS which highlights any Practices that are starting to show an increase in non read barcodes which again will be investigated.  



· Changes to target start and Finish Dates



As soon as the account declarations are received from the Pharmacy & Dispensing Contractors, the Professional and Processing lead will use the data to calculate the anticipated start and finish dates for next month’s processing. Once estimated this target date is consistently monitored and updated over the following weeks. Where an event occurs that may impact the target finish date (which has to be no later than the 21stof the month), contingency measures are implemented which can include calling on additional resources, reviewing training or overtime in an attempt to bring forward the anticipated schedule finish target date. 



In a meeting held with the Processing Leads the need for earlier communication with PCS Payment Teams was recommend to ensure that any potential delays in completing the schedules passed the 21st can be factored into the Payment Teams own resource plans as a precaution to ensure the appropriate personnel were to be available for when the schedules are completed and transferred even if efforts to pull forward the finish date is being implemented. As part of this review, a recommendation to change the Processing Leads meeting to the middle of the month has been considered as a step toward improving communication.  Equally would also help prescription processing beware of critical events that may limit the flexibility of the Payments teams.



· Change to Health Board order for Processing and Payment.



Prescriptions are processed in a predetermined order which is reviewed and changed on an annual basis. Appliance contractors are prioritized as they do not benefit from an advance payment.



In the event of a situation that could risk missing both the target schedule date and BACS payment date, consideration should be given to minimizing the impact if CHAPS payments were unavoidably needed. This could be done by ensuring that NHAIS boxes / systems that support multiple Heath Boards are always prioritized at schedule creation to ensure that these are paid on time. Whilst not investigated as part of this review a further recommendation is that a piece of work is conducted into the feasibility and impact of submitting a partially completed month for payment. Whilst this would ultimately be considered the very last resort, however if this was feasible it would reduce any CHAPS payments that would be needed. Obviously any such arrangement would need to be discussed with the Health boards.



· Business Continuity / Disaster Recovery



At the time of completing this review it is understood that a Business Continuity plan has already been drafted and has been submitted to NWSSP SMT as part of an organization wide review. In terms of disaster recovery of systems a plan has been created in conjunction with NWIS to ensure that data can be restored to alternative hardware when required. 
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BRIEFING PAPER 


Prescription Processing Delay May 2017 


CONFIDENTIAL



There may be information contained within this report which should be redacted if this paper is made available to the public.



INTRODUCTION


During the months of April and May  2017 prescription processing, within Transaction Services, were processing March 2017 prescription submissions.  Towards the end of the month prescription processing was delayed and as a consequence the final account for 604 almost missed the deadline for the BACs process.  This could have led to two scenarios i) a CHAPS payment with the help of the healthboard or ii) if finalising the account was unachievable a advance payment would need to be agreed.  Preparations were put in place for both outcomes.



At the final hour (literally) we were able to finalise the 604 account and process a payment through BACS in time.



BACKGROUND


Prescripition processing are in the middle of making changes to the processing system and staff are involved in user acceptance testing.  Staff are also being trained in preparation for undertaking PF processing.  It was apparent at the time that the new system would be ready for implementation within a couple of months so a decision was made and agreed that all staff should be ready for the implementation.  This meant dedicating overview sessions.  These sessions overlapped Feb/Mar processing.



This meant that we delayed the start of March processing.  Unfortunately we were not aware of the impending declaration for March 2017 until mid May 2017 when it was starting to become apparent that processing was too far behind.


Comparison with previous submissions (6.8 Million items in March 16) saw less items declared than March 2017 (7.1 Million items) with 6 less staff heads.



Comparing with previous year:



March 2016 took 21 days to undertake which included a bank holiday.



March 2017 took 24 days to undertake which included 2 bank holidays.



With the amount of items declared we also faced an extra 2 days of processing.  



There was also not a complete understanding of timings that would be suitable for different schedules to be received in the payments teams which meant work was swapped around last minute in order to reduce the risk on other health board accounts.



Factors that contributed to delay:



· Overview sessions (Main factor)



· Large declaration



· Less staff than previous year



· Staff testing new systems



· Training for PF and P1



· PF staff switching to P2/P1 work and P2 staff switching to P1 work.



· Incomplete or lacking full awareness of the overall process in terms of where schedules go and when they should go to the pharmacy payments team.



DETAILS OF STEPS TAKEN TO RESOLVE QUERY/DETAIL


Once we were aware and it was obvious that we were facing a critical delay steps were to taken to prepare and implement remedial actions, which included:



i) Prepare a failsafe advance should all else fail



ii) Collaborate with Healthboard re: CHAPS (as back up)



iii) Enlist resources of staff capable of processing (from SIT/Service Management)


iv) Overtime was put in place where-ever possible.


v) All training and courses cancelled



vi) All testing cancelled



vii) Co-ordinate with Payments offices to ensure staff available to finalise account last minute and make BACS process.


viii) Contact PATECH/VERSION1 (BACs service provider) to ensure out of hours service was in place.



These remedial steps remained in place until stable capacity regained.


REMEDIAL STEPS AND/OR RECOMMENDATIONS


As a result of this near miss we are undertaking a risk assessment to all areas of concern that could affect or delay the production of the schedule.


We are also reviewing the workflow through prescription processing and post schedule production.  We have reprioritised the order of work accordingly.



The production cycle/work flow is being monitored throughout the day instead of daily.



Before a decision is made on freeing up staff to undertake other activities a thorough review will be made of the process cycle.



It is anticipated that the full implementation of the new processing system and accompanying ETC message will alleviate pressures on prescription processing, however it is likely to take time to realise this benefit. 



It is of note that for April processing we achieved all schedules except for 602/605 by the 21st and everything was completed by 23rd June with a processing cycle time of 18 days/against a declaration of 6.3 million items.


We are hopeful that this demonstrates remedial action has worked and that we will be able to pull back the schedule date for all accounts to 21st of each month.



Overtime will also continue until this is consistently achieved.


PREPARED BY:
James Goddard




DATED: 27/06/2017


 


Reviewed by: Shirley Kear 
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Appendix C – List of Key Premises and Equipment



		Directorate

		Existing Locations

		Alternative Locations

		Essential Equipment at Alt. Locations

		Reciprocal Agreements



		Audit and Assurance 

		Based at 10 different sites around Wales.

		All staff are able to work remotely and from other locations. 

		No

		Use of more than one server to back up essential software. 



		Employment Services



		Alder House

		MH > ABMU Locations
AH > BCU Locations



		Minimal Laptops (NHS Network) available with Senior Managers, additional hardware would be required long term.



		No



		

		Charnwood Court

		

		

		



		

		Companies House

		

		

		



		

		Hafan Derwen

		

		

		



		

		Matrix House

		

		

		



		

		Powys

		

		

		



		Finance & Corporate





		Alder House

		Majority of staff have laptops and can work remotely.

		No

		Mirrored server at Newport Data Centre which is fully backed up. All systems will be included on this by 31 March 2018.

Agreements in place with NHS Counter Fraud Authority and LCFS at Health Bodies. 





		

		Charnwood Court

		

		

		



		

		Companies House

		

		

		



		

		Denbigh Stores

		

		

		



		

		Mamhilad

		

		

		



		

		Matrix House

		

		

		



		Legal and Risk



		Alder House

		Companies House

		Yes.  Most staff have use of laptops and a VPN token, enabling them to work from home.  

		Yes – BCU.



		

		Companies House

		Nantgarw

		

		No



		Primary Care



		Companies House

		Yes – although scanning restricted to Companies House and Cwmbran House.

		Yes – apart from restrictions on scanner. 

		Yes, however this is reliant on NWIS providing necessary connectivity. N/a for scanning. 





		

		Cwmbran House

		

		

		



		

		Matrix House

		

		

		



		

		St Asaph

		

		

		



		Procurement 



		Alder House

		All staff have laptops in Accounts Payable.



Staff and processes can switch between the three central stores. 



The Emergency Warehouse at St. Athan could function with NHS England support. 



The staff in the nine Receipt & Distribution Stores can work from neighbouring sites. 

		For Supply Chain the facilities, equipment and operating procedures are common across all sites. 



So long as alternative premises have access to networks then staff are able to work effectively. 

		Nothing formal. 



		

		Bronglais 

		

		

		



		

		Charnwood Court

		

		

		



		

		Companies House

		

		

		



		

		Llandough Hospital

		

		

		



		

		Morriston Hospital

		

		

		



		

		Neath Port Talbot

		

		

		



		

		Prince Charles Hospital

		

		

		



		

		Prince Phillip Hospital

		

		

		



		

		Royal Glamorgan Hospital

		

		

		



		

		Stores – Bridgend

		

		

		



		

		Stores – Cwmbran

		

		

		



		

		Stores – Denbigh

		

		

		



		

		St Athan

		

		

		



		

		UHW

		

		

		



		

		West Wales General Hospital

		

		

		



		

		Withybush Hospital

		

		

		



		Specialist Estates



		Companies House

		Work from home or other NWSSP/NHS locations. 

		Majority of staff have laptops and VPN tokens. 

IT back-up is at the Blaenavon Data Centre. The relevant NWIS data recovery policy/procedure refers. 

Technical equipment is either held at Companies House or in engineers’ homes. Replacement technical equipment may not be readily available should a disaster occur at Companies House. 



		Yes in relation to NWSSP, however this is reliant on NWIS providing necessary connectivity. 



		Workforce & OD

 

		Charnwood Court

		Able to work from all NHS Wales premises and home. Network / RSA secure login required

		Laptops available to full team, RSA secure ID provided to most staff. 

TEL Server sat In Manchester and there is no resilience in place were this to fail. Would not lose history but no-one would be able to access training material.

		N/a



		

		Matrix House

		

		

		



		

		North Wales (1 person)

		

		

		



		Workforce Education & Development]



		Charnwood Court

		Can work from home and/or relocate to other NHS sites. 

		All essential staff (16 out of 19) have laptop and VPN access.

		No – but HB contacts would be able to offer support. 








Appendix A – Full list of key processes for all Directorates



		Division and Service

		Priority for Restoring

		Recovery Time Objective (RTO)

		Max Tolerable Period of Disruption (MTPD)

		Risk Level

		Comments / any assuptions



		Audit & Assurance Services



		Audit Software

		1

		Immediate

		8 hours

		8

		Software stored on more than one server.  Covers scenario 7



		Essential staff

		4

		Need to organise within a few days

		A few days

		8

		None. Covers scenario 1 and 2



		Loss of office

		7

		Can work from home

		28 days

		4

		None. Covers scenario 3



		Employee Services



		Recruitment – PEC Appointments

		5

		7 days

		

		3

		Right to Work issues (PECs), Delegate basic PECs to HBs



		Recruitment – Adverts & Onboarding (Trac)

		2

		8 hours

		

		8

		



		Trac Training

		7

		28 days

		

		6

		



		Recruitment Helpdesk

		4

		3 days

		

		6

		If Trac available this can be used instead



		Recruitment Contact Email

		6

		14 days

		

		4

		



		Certificate of Sponsorship

		5

		7 days

		

		2

		



		Payroll Customer Support Team

		4

		3 days

		

		3

		When in month 20th onwards to end month.



		Pensions Estimate

		4

		3 days

		

		6

		



		Process Retirement Application

		3

		24 hours

		

		8

		



		Expenses – New User Set-Up

		3

		24 hours

		

		6

		Time of month – impact greater at mid to end of month



		Expenses – Interface ESR

		3

		24 hours

		

		6

		Dependent on organisation as some run interfaces each month or each week. BCU 10th month run interface (flexibility). ABMU every week so lower impact, delay payroll run. CH group and HD 2-3 a month.



		EARL

		2

		8 hours

		

		9

		Daily tasks, manual payments, reports



		Payroll (inc. Expenses)  – Contact  & Documents Email



		3

		24 hours

		

		9

		Incoming emails, extend timescales if possible.



		Payslip Distribution

		4

		3 days

		

		6

		Impact dependent upon time of the month.



		Payroll (inc. Expenses) Queries Phone

		4

		3 days

		

		3

		BCU IT - BT Exchange



		ESR (Changes, Terminations & Enrolments)

		2

		8 hours

		

		8

		Impact dependent on time of the month



		Enablement – New Appointment Forms

		3

		24 hours

		

		6

		Use of Paper alternative ( impact dependent on time of the month)



		Overpayments

		4

		3 days

		

		4

		Raising Invoice. Overpayment correspondence not impactful.



		Manual Payments

		2

		8 hours

		

		9

		Finance impact



		Maternities/Sickness

		4

		3 days

		

		9

		Impact dependent on time of the month and sickness pay point



		Monthly Pay Run

		1

		Immediate

		

		4

		IS THIS SCORE CORRECT?



		Weekly Pay Run

		1

		Immediate

		

		9

		



		Interface >  E-rostering Monthly

		2

		8 hours

		

		9

		If just before Payroll cut off deadlines impact greater



		Interface >  E-rostering Weekly

		2

		8 hours

		

		?

		NO Score



		HMRC Interface



		2

		24 hours

		

		6

		If just before Payroll cut off deadlines impact greater





		HMRC RTI

		3

		24 hours

		

		6

		If just before Payroll cut off deadlines impact greater





		Spreadsheet Pay Returns

		3

		24 hours

		

		9

		If just before Payroll cut off deadlines impact greater





		Time & Attendance Interface Weekly

		2

		8 hours

		

		9

		Impact on Weekly/monthly pay



		Time & Attendance Interface Monthly

		3

		24 hours

		

		9

		Impact on Weekly/monthly pay



		Lease Cars – MID Update

		5

		7 days

		

		9

		



		Lease Cars – Order new

		6

		14 days

		

		4

		



		Access to File Storage

		3

		24 hours

		

		9

		Impact dependent on time of the month



		Interface Trac > NHS Jobs

		5

		7 days

		

		9

		



		Interface Trac > ESR

		3

		24 hours

		

		9

		



		Interface BACs > ESR

		1

		Immediate

		

		5

		



		DORA

		7

		28 days

		

		4

		



		GP Adverts

		4

		3 days

		

		6

		



		Finance & Corporate Services



		Finance (Legal & Risk Database)

		4

		

		

		9

		New system to be in place during 2018/19



		Finance (WRP Database)

		5

		

		

		6

		



		Finance (Virtual Cabinet)

		2

		

		

		9

		System still evolving – further work being done to improve resilience



		Finance (Education Commissioning)

		6

		

		

		6

		Would however be critical if failure occurred at year-end. 



		Finance - BOSS

		6

		

		

		6

		Would result in delay of payments to universities impacting on PSPP, cash flow and potential accuracy



		PMO - CAMMS

		6

		

		

		6

		Criticality will increase as system becomes more populated.



		IT – EARL database

		2

		

		

		9

		System still evolving – further work being done to improve resilience



		IT – Document Scanning

		2

		

		

		9

		Major issue for PCS



		IT – Service Point

		1

		

		

		10

		Outside of responsibility of NWSSP



		IT - Oracle

		1

		

		

		10

		Outside of responsibility of NWSSP



		IT - ESR

		1

		

		

		10

		Outside of responsibility of NWSSP apart from on-line training server – covered in Workforce BIA. 



		Legal & Risk Services



		Provision of legal advice



		2

		

		

		5

		



		Provision of reports to HBs



		6

		

		

		2

		



		Primary Care Services



		Primary care payments made accurately and against payment timescales

		4

		

		

		6

		



		Patient assignments actioned within 48 hours

		3

		

		

		3

		



		Acceptance/deduction to/from GPs lists for linked/non linked practices processed within an average of 2 working days except when an allocation of NHS number is required

		4

		

		

		3

		



		Additions to or variations or removals/amendments to Medical, Dental and Ophthalmic Performers Lists and the Pharmaceutical List processed within three months of receipt of full application

		6

		

		

		12

		



		Category A Cascade alerts to contractors to be issued within 6 hours of receipt

		2

		

		

		3

		



		Category B Cascade alerts to contractors to be issued within 24 hours of receipt

		3

		

		

		2

		



		Prescription Processing Schedule Completion by the 21st of each month

		6

		

		

		2

		



		All previous month submissions to be scanned by last working day of the month

		6

		

		

		2

		



		Procurement Services



		Supply chain service

		2

		

		

		8

		Non-delivery of supplies to premises would quickly have an impact on service provision and patient care



		Accounts Payable service

		4

		

		

		5/6

		Although no immediate impact would be experienced by suppliers failure to pay within terms would present a risk to continuity of supply



		Sourcing

		4

		

		

		6

		Although no immediate impact would be experienced by the service failure to administrate products/services would compromise security of supply



		Frontline (buying)

		2

		

		

		8

		Non-delivery of supplies to premises would quickly have an impact on service provision and patient care. Without the functionality or availability of staff to place orders the customer impact would be significant.



		E-Enablement

		4

		

		

		2

		Dependant on the time of month i.e. most critical time is end/start of month. Also dependant on severity and criticality of situation.



		Specialist Estate Services



		Site Disposal

		7

		

		

		3

		



		Acquisition of site

		7

		

		

		3

		



		Engineering services

		6

		

		

		4

		



		Workforce OD/WfIS



		Payroll

		3

		< 8 hours

		

		5

		If locally impacted, payroll will work from other premises 



		Update Absence

		

		< 16 hours

		

		

		Local process utilities (email absence to payroll)



		Update bank account details

		

		< 16 hours

		

		

		Local process utilised (email change form to payroll)



		Update assignment changes 

		

		< 16 hours

		

		

		Local process utilised (email change form to payroll)



		Self Service

		4

		

		

		2

		



		Training

		6

		

		

		2

		



		Book Training

		

		< 32 hours

		

		

		Local process adopted (email/Tel)





		Access e-learning

		

		< 32 hours

		

		

		



		Business Intelligence

		

		< 16 hours

		

		

		Use NHS iView to provide high level reporting



		Occupational Health

		3

		

		

		4

		



		OH Bi-directional Interface

		

		< 32 hours

		

		

		Local process utilised (emails and manual data entry required)



		OH outbound interface

		

		< 32 hours

		

		

		Local process utilised (emails and manual data entry required)



		HR/Recruitment

		3

		

		

		4

		



		Reporting

		4

		

		

		2-3

		



		General Ledger (GL) Interface

		

		< 32 hours

		

		

		Local process utilised (manual journal entry)



		e-rostering interface

		

		< 8 hours

		

		

		Local processes utilised



		Digital Workforce Solutions



		ESR Production System

		2

		< 8 hours

		

		10

		Adversely impacts payroll and processing of all workforce transactions



		ESR IAT Interfaces

		4

		< 3 days

		

		9

		Manual business process established in case of system failure



		ESR Third party interfaces e.g. professional bodies (GMC, NMC, GMC), DBS

		4

		< 3 days

		

		9

		



		Cohort Occuptional Health System

		4

		< 3 days

		

		9

		Manual business process established in case of system failure



		ESR e-learning Server

		4

		< 3 days

		

		5

		Server resilience being assessed by NWIS Aug 17



		ESR Service Desk

		5

		< 7 days

		

		3

		Escalation of issues via IBM Wales Customer Service Manager



		Moodle (Learning@Wales)

		4

		< 3 days

		

		5

		Dependent on NWIS to restore service



		Digital Workforce Solutions Help Desk Support

		5

		< 7 days

		

		4

		Business process includes telephone help desk service



		ESR Data Warehouse

		5

		< 7 days

		

		2

		



		WoVEn

		7

		< 28 days

		

		2

		



		NHS iView

		7

		< 28 days

		

		2

		



		Develop e-learning courses

		

		< 32 hours

		

		

		



		Provision of TEL support desk

		

		< 16 hours

		

		

		Local process utilised (switch to phone or email)



		ESR Remedy Service Desk

		

		< 32 hours

		

		

		Raise telephone call / email with ESR Service Desk 





		DVD Fab

		

		< 16 hours

		

		

		



		Bluf titler

		

		< 16 hours

		

		

		



		Movavi

		

		< 16 hours

		

		

		



		Workforce Education and Development Services 



		Education Commissioning

		5

		7 days

		

		9

		Extent of impact is dependent upon timing in annual commissioning cycle and monthly payment routine. Although individual services are identified there are links between the services e.g. Commissioning dependent upon Workforce Planning support. Support from Head of Finance is also essential for commissioning.  



		Workforce Planning

		7

		28+

		

		6

		



		Workforce Modernisation

		7

		28+

		

		6

		



		Workforce Education

		7

		28+

		

		6
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Introduction

The purpose of this document is to highlight the measures required to be undertaken within Health
Courier Services to maintain service delivery during a period of disruption, escalation, pandemic
situation or civil disaster.

The specific aim of the plan is to ensure that adequate plans are in place to ensure service
delivery resilience, to enable NHS Service delivery to function without interruption.

To support the HCS Managers by highlighting the availability of staff and resources that can be
utilised to support service delivery.

HCS delivers core services that ensure the delivery of NHS Services to the people of Wales, and
its services should not be reviewed in isolation.

Any decisions should be reviewed in conjunction with the NHS REAP (Resource Escalatory Action

Policy) that will be produced as part of the Trusts Internal Planning in the event of any triggers of
escalation being identified.

Responsibility

It is the responsibility of each HCS Manager in conjunction with their respective supervisors to
ensure that Service delivery can be maintained to meet the following events (Not Exhaustive):

1.Fuel Dispute

2.Major Incident

3.Adverse Weather

4.Pandemic lliness

5. Facilities Infrastructure Failure (Inc Building & IT / Telephony)
6. Industrial Dispute/National Strike

7.0ther — Inc Equipment/Fleet etc

The HCS Manager will ensure robust plans are in place in the event of escalation to maintain
business as usual ensuring sufficient staffing, fleet, equipment and fuel.

As a minimum, the below are considered to be core services.

e Maintenance of Blood Banks

e Movements of Emergency Equipment

e CSSD/Theatres Support

e Key Laundry

e Emergency Specimens/Tissue/Organs & Mortuary
e Emergency Pharmacy

e Public Health Wales Requirements

e Renal Diagnostics

e Radioactive Isotopes

e HCMR & POD Activation

To support decision making, Special operations department will provide a daily intelligence update
through the Bronze, Silver and Gold conferences that will be held Regionally/Nationally.
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To ensure the organisation aligns itself with other agencies, a command structure has
been recommended to ensure decisions are made at correct strategic levels.

The standard structure would be:
Gold Commander - Director Level

Silver Commander - Senior Manager Level
Bronze Commander - Operational Manager Level

HCS may hold its own conference calls outside of these planned conferences, and decisions fed
into main conference calls as required.

Conference Calls

As part of business continuity planning, should they be required, the DOGFEN Teleconf lines have
been reserved at the following dates/ times for teleconferences to discuss operational issues:

Access to system is via 01633 461995 followed by the room number

Expected Business Continuity at Times of Escalation

Health Courier Services underpin core serviced delivery for Health Boards.

In the event of a Business Continuity Incident exclusive to HCS or Supply Chain, a regular
teleconferences should be established and booked via:

https://dogfen.cymru.nhs.uk/nwis/osd/isd/ms/audiobookings/default.aspx

Managers should check they have access to this portal.

In the event that dogfen isn’t available, consideration should be given to using BT MeetMe and this
should be communicated to those who need to be involved

As a minimum, the expected business continuity at time of escalation will be
(Not Exhaustive):

e Maintenance of Blood Banks

¢ Movements of Emergency Equipment

e CSSD Support

e Key Laundry

e Emergency Specimens/Tissue/Organs & Mortuary
e Emergency Pharmacy

e Public Health Wales Requirements

e Renal Diagnostics

e Radioactive Isotopes

e POD Activation




https://dogfen.cymru.nhs.uk/nwis/osd/isd/ms/audiobookings/default.aspx



1. Fuel Dispute

Health Courier Service vehicles will have access to fuel at WAST fuel bunkers and designated
garage outlets within the region. This will be detailed in the issued fuel contingency plan in the
event of activation, as an agreement is in place to allow HCS to fuel via WAST sites.

As in previous fuel disputes staff have been allowed to draw fuel at designated garages with the
correct identification there is currently no intelligence to indicate that this process will not be the
same.

HCS managers ensure all staff have the correct identification badges, which are carried at all
times.

To support this process badges will be issued to adhere to vehicles and bunker sites so they are
clearly identified as essential users.

These provisions will need to be monitored and any disputes or discrepancies resolved with
immediate effect.

2. Major Incident

HCS will deploy, as required and detailed in the Trust's Major Incident Plan in line with local
requests. This will supported via usual command structure

HCS will as a first Priority support the Following:

e Unit 1 Activation/Planned HCMR in conjunction with Public Health Wales
e MERIT Teams Deployment

e EMRTS & Stock Distribution

e Blood Bank Support

3. Adverse Weather

In the event of Adverse Weather, and escalation confirmed (suspension of normal service
delivery) HCS will revert to (after discussion and agreement with the commissioning Health Board)
core services only, namely:

e Maintenance of Blood Banks

e Movements of Emergency Equipment

e (CSSD Support

e Key Laundry

e Emergency Specimens/Tissue/Organs & Mortuary
e Emergency Pharmacy

e Public Health Wales Requirements

e Renal Diagnostics

e Radioactive Isotopes

e POD Activation






Other services may also be provided, with agreement of the commissioner, and this may include
support in maintaining core staffing in Critical Services with respective Health Boards.

Staff Attendances will be managed in Line with the Trusts Adverse Weather Plan

Where lease (Contract Hire) vehicles are used, there should be an arrangement in place for them
to be exchanged for 4x4 type vehicles for winter periods to ensure business continuity in the event
of adverse weather.

The HCS plan will be subject to active engagement in any Silver Cell establishment, and decisions
made locally in partnership with Senior Health Board Managers who will identify priorities to
maintain service delivery.

4. Pandemic lliness

In the event of Pandemic lliness, HCS will be subject to the National REAP plans, and party to the
Main NHS Wales Business Continuity Plan

5. Facilities/Infrastructure Failure

It's possible that the service could encounter failures in facilities, such as fire or flood preventing
utilisation of building. In this event, a local plan should be explored on how to deliver services
locally.

Infrastructure failure such as critical IT access or Telephony should have a fall-back position
where services can be operated on paper and via mobile device. Where IT/Telephony systems are
impacted resulting in external parties being unable to make contact with us, we will need to agree
call forwarding arrangements to allow services to be managed or answered at an alternate
location.

More scenarios are detailed later in this document
6. Industrial Disputes

HCS will be party to National plans, to ensure core business is maintained during any dispute.
References will be made in all Service Level Agreements (SLA’s) with Partners covering industrial
disputes.

7. Other

There may be other reasons that impact on business continuity due to internal failures, such as
Telecoms or IT failure, Operational equipment failure or fleet failure. Such incidents should be
managed dynamically and action plans developed locally to meet such failures. This should
include (See planning Actions for more detail):

The ability to revert to paper operations

Use if mobile telephony in the event of a landline failure

Use of landline and regular contact in the event of a mobile network failure
Up to date staff contact details

An up to date list of fleet hire companies in the event of a fleet failure
Emergency Estate options and;

Ability to access/source equipment in the event of equipment failure or loss.
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Key Documents
This document should be read in conjunction with the following documents:

Fuel Contingency Plan

NHS Wales Major Incident Plan by Health Board
Adverse Weather Plan

Pandemic lliness Plan

HR Guidance in the event of Industrial Dispute

It should also be supported by referencing Health Courier Service SLA’s and Major incident plans,
Business continuity plans and Fuel resilience plans.






Expected Planning Actions to Ensure Business Continuity (To be supported by National HCS Lead at a Strategic level)

Issue

Expected Actions

Expected Owner/s

Fuel Dispute

e Active Engagement with HCS Commissioners

e Activation of/Access to WAST Fuel Contingency Plan

e Review of Service Delivery Locally to include Risk Assessments
e Consider Implementation of Core Services Only

e Engagement with Silver Command/BCC Meeting

Structures

Staff Resilience and developed plans for staff shortages
Regular interaction with Silver Cell

HCS Manager

Major Incident

Active Engagement with HCS Commissioners

HCMR Activation

POD Activation

MERIT Team Support

Public Health Wales Support

Local Delivery Plan Adjustments (Dynamically Assessed) for both short
and long term

Support to WAST/HB’s as necessary

e Regular interaction with Silver Cell

HCS Manager

Adverse Weather

Early Planning for Winter Resilience (4x4 Fleet, equipment, staff driver
awareness etc)

Head of Service/
HCS Manager

e Active Engagement with HCS Commissioners
e Active Monitoring of Weather Reports
e Regular interaction with Silver Cell
e Local Delivery Plan Adjustments (Dyn_am_ically Assessed) for both short | o 8 dverse
and long term (for protracted weather incidents) Weather.doc
e Staff Resilience and developed plans for staff shortages
e Pre Agreed statements for NHS Partners/Clinics
Pandemic lliness e Staff Resilience and developed plans for staff shortages Head of Service/
e Fleet Contingency Plan HCS Manager
e Active Engagement with HCS Commissioners
e Regular interaction with Silver Cell






Business Continuity Actions (Not Exhaustive)

Issue

Expected Actions

Expected Owner/s

5. Facilities /
Infrastructure
Failure

In the event of Building Fire/Flood, work with local managers to seek spare
capacity at other sites.

Where possible, negotiate keeping people together

IT Fire Walls may need to be opened to obtain IT connectivity
Consider working from home for those staff who have laptop with VPN
Hotdesk options with Citrix Access at other sites

RDC connectivity to Cleric

In the event of IT failure, please see specific areas in section 11/ 12

HCS Manager

6. | Industrial Dispute

Early Planning following Intel reports

Active Engagement with HCS Commissioners

Staff Resilience and developed plans for staff shortages
Regular interaction with Silver Cell

Review of Taxi/Local Courier Companies

HCS Manager

7. | Staff Resilience
Inc-

Pandemic lliness
Industrial Dispute
Adverse Weather
Loss of key Staff

Updated Annual Staff Details List — Local

Updated Annual List of Staffing Agencies on Framework that could be
used to support

Emergency Training package for staff training meeting minimum legal
compliance

Use of acting up to support decision making

HCS Manager






Business Continuity Actions (Not Exhaustive) C’td

- Server crash
- IT Connectivity

Plan Scenario Expected Actions Expected Owner/s
8. | Fleet e Updated Annual List Fleet Hire HCS Manager
companies on Framework that
could be used to support
-Manufacturer Recall
-Inability to provide e Liaison with Fleet Managers
maintenance
-Goods e Link with Transport
vehicle/Operators Agencies/Official bodies
Licence issues
9. | Equipment a) Mail Sacks a) Purchase of sacks to support | HCS Manager/Supervisors
b) UN3373 Containers interim provision
c) UN3373 Specimen bags b) Small Contingency to be kept
d) as stock e.g. UN3373
containers via HB
c) Consider Large Clear Plastic
Bags plus incontinent sheets
or sourcing of Pampers style
absorbent pads from
supermarkets
10. | Estates Building/Accommodation Failure Link with Estates for alternative or HCS Manager
temporary
11. [ ICT Failure (Cleric) System Failure due to: HCS Management Team
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Plan Scenario Expected Actions Expected Owner/s
12. | Telecommunication | Mobile Phone Networks lost Staff to use NHS internal phones to Head of Service/
failure Landline Telephony Lost contact control at each collection point HCS Manager/
IT failure as per agreed schedules Supervisors/
Staff

Requests for Hourly update from staff at
NHS sites for adhoc Work

24/7 Blue Light services to revert to
Tetra radio usage in event of major Inc
(link with WAST EP)

Revert to paper operations

Local Actions — To be Held Locally

1. Annually Updated Staff Contact List

2. Annually Updated Staff Agency on framework
3. Annually Updated Vehicle Hire List (From BSP)
4. Annually updated list of local providers

National Actions —

1. Annual Review of Training Package against ITN’s
2. Annually Stock-check of Equipment for BCC
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INTRODUCTION


Business Continuity Management is based on the principle that it is the key responsibility of an organisation to ensure the continuation of its business operations at all times. It involves a management process that identifies potential threats to the organisation and the impacts to business operations that those threats, if realised, might cause.


This document sets out the Charnwood Court Building Continuity Plan. It is designed specifically for the building and runs in conjunction with the Business Continuity Plan being formulated for NWSSP by Rachel Long.

CRITICAL AREAS


Within any organisation there are core systems which need to continue to operate to ensure that it can continue to discharge its work. 

Critical areas have been identified as follows:


		1. Office Accommodation


· Unable to access the building short term


· Unable to access the building long term



		2. Severe Weather



		3. Electric Power Cut



		4. Gas Leak



		5. Water Failure



		6. Telephone Systems

· Internal


· External



		7. IT Systems



		8. Royal Mail



		9. Key contact Details





ROLES AND RESPONSIBILITIES


Within NWSSP flexibility of working is essential to its efficient performance with staff able to undertake work in other areas. In the event of a disaster NWSSP have identified three key staff in relation to handling significant difficulties:


· Neil Frow, Director (All)


· Andy Butler, Director of Finance and Corporate Affairs (All)


· Carly Wilce, Business Support Officer

In the event that the staff listed above are unavailable, the Plan will allow other staff to put in place emergency measures. Roles and responsibilities are highlighted throughout the procedure within the differing critical areas.

Dispersal of Information


Where access is not possible to Charnwood court initial information will be made available via the website:


http://nww.sharedservicespartnership.wales.nhs.uk/home

This information, and any updates, would be facilitated by liaising with Darren Davies and/or Nathan Williams:


Darren.Davies@wales.nhs.uk         01443 848534

Nathan.Williams@Wales.nhs.uk     01443 848537

More detailed information would need to be dispersed down through the individual directorates.


Out of Hours


There may be occasions that attendance is required at Charnwood Court out of hours, where for instance, a security or fire alarm is activated. If this occurs then Chamberlain Security will come on site. If they deem there to be no problem then a report will be forwarded about the incident the next day. If, however, they find evidence of a break in, or deem it serious enough, they will immediately contact the nominated NWSSP representative.


First contact point:

         Andy Butler

Second contact point: 

Carly Wilce

Third contact point:    

Neil Frow




It is important that these contact details are made available to the security companies and NWIS. Arrangements need to be in place for annual leave periods.

MONITOR AND REVIEW


It is important that the Plan is reviewed on a six monthly basis. Attention will need to be given to the various key contact points in an ever changing staff structure, as well as ensuring staff details remain current.


1.
CRITICAL AREA: OFFICE ACCOMMODATION


NWSSP’s Headquarters accommodation is based at Charnwood Court in Nantgarw and is located over two floors with no additional tenants sharing the premises. The building is alarmed and the system tested for both security and fire on a regular basis, which is overseen by the Facilities Manager.


Access to the building is via a key fob entry system and for visitors, by an external intercom system.  A receptionist is located at the ground floor reception desk from 8.00am to 5.00pm to facilitate access.  


Access to both floors is gained by key fob entry systems. An electric power cut will not affect the internal keypad operation. All visitors sign in and out and gain access to the floors by being accompanied by a member of staff, who is contacted by the receptionist. 


UNABLE TO ACCESS BUILDING SHORT TERM


To open the building, a key to raise the shutters is required. Where access is difficult in the morning, possibly due to severe weather conditions, a list of shutter key-holders is identified below. 

		Neil Frow

		Debra Lewis

		Graham Davies



		Andrew Butler

		Helen Thomas

		Tim Knifton



		Mark Roscow

		Jane Tyler

		GailHarries- Huntley



		Carly Wilce

		Ryan Cunningham

		



		Claire Monks

		Michele Sehrawat

		





UNABLE TO ACCESS BUILDING LONG TERM


Where it is not possible to gain entry to the building for an extended period of time (e.g. fire, flood, etc), arrangements need to be set in place whereby NWSSP can continue to operate, initially on a limited basis, with the objective to be fully operational within 48 hours. This will tie in with the Business Continuity Procedure being developed by Rachel Long. 

Targets:

· To keep key organisations informed of the situation 

· To keep staff informed of the situation


· To co-ordinate home staff working within their Directorates

· To utilise the web site to maximise updates

2.
SEVERE WEATHER 

Responsible Officers 


1. Andy Butler 

2. Darren Davies 

3. Neil Frow

It is the duty of every member of staff to regularly attend work, even during periods of extreme weather, to ensure services are not unduly disrupted.  Staff have a duty to make every reasonable effort to attend work and will be expected to demonstrate that they have made this effort.  No assumption should be made that extreme weather always triggers the approval of paid leave. Full details can be seen in the Velindre Adverse Weather Policy, Ref Black 39. 

In the event of severe weather information will be placed on the NWSSP home page, http://nww.sharedservicespartnership.wales.nhs.uk/home by Darren Davies.

3. 
CRITICAL AREA: ELECTRICITY POWER CUT


Responsible Officers- 1. Carly Wilce 2. Neil Frow 3. Andy Butler

In the event of there being a power cut a Responsible Officer will:

· Check if anyone is stranded in the lift, we have recently deployed an emergency button which takes you directly through to Cardiff lift to inform them that they require emergency services. 


· Check if we are the only building without supply; if other buildings are off supply then it is an external problem.


· Check trip switches in the electrics located on the ground floor within Steven Griffiths office. 


· Check if there is evidence of it being an internal problem 


Phone Emergency Number: 
0800 052 0400



		Supplier:

		British Gas



		We are registered under:

		Velindre NHS Trust



		Customer Account  Number:

		602141980



		Site Reference Number:

		361547806



		Meter Number:

		208278503





As a result of a power cut, problems may arise with various pieces of equipment. For any other electrical issues, please contact Geoff Clement at Clement and Walker 07990595182.

4. 
CRITICAL AREA: GAS LEAK


Responsible Officers – 1. Andy Butler 2. Carly Wilce 3. Neil Frow

In the event of a gas leak, locate a Responsible Officer, they will contact the relevant persons and seal off the area from staff and avoid using light switches.


Phone emergency number: 0800 111 999


Meter Point Reference (MPR), address and meter location.

		MPR:

		8924798908



		Meter location:

		Plum coloured box right front of building



		Meter serial number:

		G4K04041880101



		Supplier:

		Corona



		We are registered under:

		NWSSP HQ Nantgarw



		Contract Reference:

		40476776



		Customer Reference:

		20087734





The purpose of this call is to alert National Grid, who will come to the site within an hour to make safe. They will leave a job voucher containing details of the fault. Contact Corona (0800 225 2881) with the job voucher number, who will then arrange to attend site and carry out any repairs that are required. Advice may be given to switch off the gas supply which is situated within the plum coloured box, at the front right of building. The key to the box is located within the pedestal located on reception. 

5.        CRITICAL AREA: WATER FAILIURE

Responsible Officers:  1. Andy Butler 2. Carly Wilce 3. Neil Frow


In the event of water failure at Charnwood Court, a Responsible Officer would be notified and would ensure that a supply of bottled drinking water was available for all staff. To ensure that business operations could continue at Charnwood Court, the Responsible Officer would additionally contact Brandon tool Hire (Newport Road, Cardiff), to provide portable toilet facilities and have them located within the car park.

Brandon Tool Hire (Newport Rd) – 02920 493679 

6.
CRITICAL AREA: TELEPHONE SYSTEMS   

Responsible Officers – 1. Carly Wilce 2. Andy Butler 3. Neil Frow

TELEPHONE SYSTEM-INTERNAL

Lisa Bickel - NWSSP.ServicePoint@Wales.nhs.uk

In the event of a telephone system failure, the Responsible Officer would log a call immediately by contacting the e-mail address above. Lisa Bickel is our Senior IT Officer, who is responsible for the telephone systems within NWSSP. Lisa will contact the relevant companies who will investigate the technical issue.

TELEPHONE SYSTEM - EXTERNAL – BT


The Responsible Officer would contact BT to report any technical issues via the numbers below:

To report faults:
154      Account number:       SW 1642 7867


Lift Emergency line:        Account number:       SW 1720 6778


We currently have access to the network via 30 ISDN 30 channels.


Our main telephone number is 01443 848585 and we have ownership of the following lines: 

848530 to 848649 (120 in total)

BT no longer offer free call divert to a new location. You can raise an order via the service centre for a paid divert and it will take 3 to 5 workings days to be applied.


7.
CRITICAL AREA: IT SYSTEMS    

Responsible Officers – 1. Carly Wilce  2. Andy Butler 3.  Neil Frow

The safety of NWSSP’s IT resources can be placed in jeopardy in a number of ways.  Hardware and/or software can malfunction.  This can range from a single workstation through to the central server or maybe, in the case of fire or flood, etc, the whole of the computer installation.


It is not necessarily the malfunction of the hardware in itself that constitutes the disaster, rather it is the inability of staff to gain access to the electronic data held on the equipment. Hardware is replaceable; NWSSP’s electronic data files are not.  It is the loss or the inability to access these that represents the greater problem.


The file storage hardware for NWSSP staff that is hosted and supported by NWIS is located in the Blaenavon Data Centre. The file servers are clustered so in the event of a single server failing the file services will automatically failover to the redundant server.  The storage is direct attached storage (DAS) and each component within the DAS is resilient.


In the event of a complete site failure, the data is replicated to Mamhilad House and this data can easily be made available to reinstate access to the files. The data that is replicated to Mamhilad House is also backed up to tape. A full backup will be made each Friday with differential backups maintained on a nightly basis. The email service provided to NWSSP staff is again a fully resilient service, with a full backup taken of the stores every night. 


In the event of a critical IT failure, the Responsible Officer would notify NWIS by e-mailing the service desk on it.servicedesk@wales.nhs.uk. 


Or telephoning: 02920 502525


8.
CRITICAL AREA: ROYAL MAIL


Responsible Officers 

1. Carly Wilce  

2. Andy Butler 

First point of contact will be the Customer Help Desk for the Public Sector.

This line is open Monday to Saturday from 8.00am till 6.00pm. They would be able to change the local service as necessary. Probable scenario is that mail would be picked up from the Local Delivery Office until long term contingencies are identified.


03457 777888

APPENDIX A


KEY CONTACT DETAILS                    

NWSSP STAFF


		Contact Name

		Telephone No.

		Email Address



		Margaret Foster

		

		margaret.foster@wales.nhs.uk



		Neil Frow

		07814793524

		neil.frow@wales.nhs.uk



		Andrew Butler

		07871544672

		andy.butler@wales.nhs.uk



		Paul Thomas

		07837089526

		paul.thomas2@wales.nhs.uk



		Mark Roscow

		07803029073

		mark.roscow@wales.nhs.uk



		Carly Wilce

		07908648121

		Carly.wilce@wales.nhs.uk



		Darren Davies

		07983514597

		darren.davies@wales.nhs.uk





EMERGENCY SERVICES 


		Local Police

		Pontypridd 

		101



		Fire Station

		Caerphilly

		01443 232000





BUILDING FUNCTIONALITY

		Contact

		Name

		Details



		Landlord

		Gareth Watkinson

		07889 634695 gareth.watkinson@workman.co.uk



		Air Conditioning- Cool Solution

		Cool Solution

		02920 493111



		Boiler

		TBS (Karl Gittings)

		07768 727422



		Cleaning Services - Solo

		Gaynor

		07973714915



		Electrician

		Geoff Clement 

		07990595182



		Lift maintenance- Cardiff lift

		Harry Bhua

		029 2040 4404


07831 347427 (After Hours)


harry.bhua@cardiff-lift.co.uk





		Innovative Fire and Security

		Intruder alarm maintenance


Fire alarm maintenance

		02920 797772



		Chamberlains Security

		General


Alarm response 

		08456 583032


08456 583033
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ADVERSE WEATHER/BUILDING OPEN - Companies House Internal Procedure



· Companies House have an Emergency Command Team that is able to make decisions at any time. These include the closure of the building, which may be due to not only to weather but flooding, lack of water supply, fire damage etc.



· In the event that they need to distribute information of a situation developing overnight they would contact our named representatives by telephone.  



		NHS Wales Representatives

		1st Contact No

		Back Up No



		Tony Magness

		07880 475064

		07837 230451



		Stephen Edwards

		02920 732359

		07889 570240







· Business Support  will email and/or phone darren.davies@wales.nhs.uk (07983 514597) and nathan.williams@wales.nhs.uk  (07494 445265) to update Website http://www.nwssp.wales.nhs.uk/home



· Business Support will make one phone call to each Service to update on situation.



Each Service would need to have their internal process thereafter how they cascade out the information via contact points for their staff.



		Service Areas

		Contacts

		Phone 

		



		Procurement

		Keir Warner

Alex Curley

Nic Cowley

		07852 717067

07590 666860

07880 501068

		



		Accounts Payable

		Russell Ward

Alison Ruckley

Rowena Bines

		07833 475726

07814 899907

07961 969181

		



		Employment

		Huw Allaway 

Wendy Hughes

Wayne Evans

		07790 406379

07715 383951

07539 207758

		



		Recruitment

		Kelly Skene

Richie Haworth

Nadia Bates

		07976 946118

07772 257108

07760 860294

		07909745845





		Primary Care

		Dave Hopkins

Neil Jenkins

James Goddard

		07721643588

07833293415

07896926581

		



		Legal

		Anne-Louise Ferguson

Mark Harris

		07789 648350

07801 505739

		



		Specialist Services

		Martin Cooper

Neil Davies

		07715 426037

07798 607962

		



		Audit

		Steve Wood  

Huw Richards

		07975 619283

07790 989268

		



		Student Awards

		Alan Sims

Caroline Coomansingh

Carol Reid

		07955 550956

07880 490147

07952 471826

		



		IT

		Mike Bryan 

Mary Hopkins

Kay McCarthy

		07974 321609

07814 619908

07772 908633

		



		Job Evaluation

		Karen Williams

		07527 551870
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1.
Introduction 


1.1
The Need for Business Continuity Planning 



The NHS (and other Public Sector bodies) in Wales are increasingly dependent upon the services provided to them by Procurement Services.  An emergency affecting Procurement Services may have significant impact on the NHS (and other Public Sector bodies) in Wales’ ability to continue their operations.  This Business Continuity Plan has been developed based upon a Business Impact Assessment of major risks and impacts which would threaten the organisation’s ability to delivery most or all of its services.


It aims to set out the measures in place to build resilience and actions to be taken to restore critical operations in response to emergency and disaster scenarios.  

1.2
Objective of the Business Continuity Plan (BCP)

The BCP documents the procedures to be followed to achieve timely recovery of communication systems and ongoing processes that Procurement Services is responsible for. It specifies the types of emergencies that fall within the scope of the BCP and provides detailed steps for:


· assessing damage;


· notifying and mobilising continuity and recovery teams;


· initiating continuity and recovery processes and procedures;


· recovering affected communication systems at the backup site;


· salvaging and reconstructing affected premises or moving to new premises;


· restoring processes and systems to the affected site or finalising the new site; 


· returning to normal operations.


1.3
Intended Audience


This BCP is primarily an internal document which is intended to support the decision making of senior managers within Procurement Services.

1.4
Ownership


This BCP is owned by the Director, Procurement Services and members of the Senior Management Team who are responsible for ensuring that it remains up to date.


1.5
Testing & Validation


It is Procurement Services’ policy that all Business Continuity plans are tested on a regular basis to ensure their continued validity and to take account of new and changing developments both in terms of overall strategy, NHS (and other Public Sector bodies) in Wales’ requirements and relevant developments in technology. 


The Quality Manager/Information Security Officer will ensure that a suitable testing strategy and schedule is maintained.  The frequency and type of testing will take into consideration the importance of the plan to be tested in maintaining continuity of service and the likelihood of changes in environment and/or working practice impacting on arrangements.  


A plan will not be ‘live’ tested from beginning to end as this would prove impractical and would have a damaging effect on the day-to-day business of Procurement Services.  


Procurement Services will ensure where possible that provision for business continuity and disaster recovery is made within the contract terms and conditions for critical systems and services.  The testing strategy will not include within its scope arrangements for systems and/or services and consequent testing of business continuity and disaster recovery which lie outside the authority and responsibility of this organisation.


Test exercise methods will include:


Walkthrough


Participants ‘walk’ through a copy of the appropriate BCP discussing each stage and either confirming or providing recommendations for change.  The objective is to identify any weaknesses, errors and omissions.  


Scenario workshop


A scenario will be devised before the workshop to enable team members to role-play their participation in and response to an imagined emergency situation.  The scenario will be designed around the actual conditions of the premises and operations of Procurement Services.  It will introduce a possible disaster in a realistic manner and include developments that would usually occur during a disaster.


Simulation of live test


A simulation of a live test will be carried out in a manner as near to real life as possible.  Such a test will only be carried out after all parts of the BCP have been tested using the above outlined methods. 


The Information Security Officer with appropriate Senior Management support, will be responsible for co-ordinating arrangements and ensuring that the exercise is planned so that the testing is thorough and disruption to real operations is prevented.


The results of the simulated test will be reported by the Information Security Officer to the Senior Management Team who will agree the implementation of any recommendations as appropriate.

1.6
Training


New line managers with a responsibility for deploying Business Continuity/Disaster Recovery Plans must receive a briefing on their role and the content of the plans as part of their induction training.


Training requirements for all other staff will be identified in the usual manner through the KSF and PDR processes.


1.7
Review


This Plan will be updated in response to, for example;


· ongoing changes to the organisation including staff and departmental arrangements 


· outcomes from risk assessments as appropriate


· results of  testing  


As a minimum the Information Security Officer will be responsible for ensure that the documentation set is reviewed and updated where necessary every two years. 


1.8
Publication & Distribution


This BCP and individual Action Cards that support it will be made available to all staff expected to be involved in delivering the organisation’s response to an emergency/major incident.  The Plan and Action Cards will also be made available on the Procurement Services Business Continuity web pages on the intranet.


2.
Principles Underpinning the Plan


2.1
Risk Based Assessment


Those activities whose loss, as identified in the Business Impact Assessment (BIA), would have the greatest impact and which need to be recovered most rapidly are considered as ‘critical’.  As part of the BIA process, Procurement Service Senior Management Team and other members of staff have been involved in evaluating the impact and developing contingency plans for the following potential scenarios which would affect our critical activities;


· Severe weather


· Shortage of staff


· Working environment, buildings and equipment


· Fuel shortage


· IT and communications


A summary of risk assessed disaster scenarios is included in the Business Impact Assessment.  The outcome of this assessment is detailed in the Plan and associated Action Cards.

2.2
Planning Assumptions


The following assumptions are made in developing this BCP:


· In the event that an administrative site becomes unusable an alternative designated site will be readily available elsewhere locally or elsewhere within the NHS.

· A Regional Store at Bridgend, Denbigh or Cwmbran will be available at all times.  In the event that a store is unusable a designated site will be readily available elsewhere locally or elsewhere within the NHS (eg. if Bridgend stores not available, then use Denbigh, and visa versa, or consider other temporary storage and distribution facilities such as St Athan).

· Access to Procurement Services computer systems (eg. Oracle) is restored and available to staff within agreed timescales or (previously documented) manual procedures exist.


· NWSSP Business Systems & Informatics Team are responsible for ensuring appropriate contingency measures are in place for IT systems and services in use for which they are responsible. 

· Destroyed/lost documents are able to be re-created either from retrieved copies or by requesting copies from suppliers, tenderers etc.


· Suppliers to the NHS in Wales are aware of Procurement Services’ overall approach to Business Continuity planning and have agreed/are agreeable to ensuring the continuity of supply during the recovery stage.


· Vendors and/or experienced external support personnel with appropriate in-depth knowledge of Procurement Services’ IT equipment, Windows, networking hardware and operating systems and telephony are available, if required, to assist in the recovery.


· Any evacuation will be managed in line with relevant emergency evacuation procedures. Site Management under the overall direction of the appropriate Health Board/Trust will be responsible ensuring all relevant individuals are notified of an emergency/incident and are kept informed of progress and ensuing events.


· NWSSP W&OD will be responsible for ensuring all relevant staff are notified of an emergency/incident and are kept informed of progress and ensuing events even though these individuals may not be directly affected by the incident/emergency.


· NWSSP W&OD will provide ongoing support services to Procurement Services which may include counselling for those members of staff directly affected by the incident/emergency.


· Cardiff & Vale UHB Payroll Team are responsible for ensuring that the payroll for staff continues to be processed and staff are paid on time and any additional payments to staff (eg. expenses incurred as a result of the emergency) are paid promptly.


· The Director of Finance (NWSSP) will provide ongoing finance support and advice to Procurement Services during the period of the emergency.


3
PLANNING


Senior Managers as identified by this Business Continuity Plan and associated Action Cards are responsible for ensuring that they have taken adequate steps to ensure a rapid and effective response in the event of an emergency incident. This includes:


· Ensuring that an up to date copy of the Business Continuity Plan, Action Cards and Roles & Contacts List is kept with them so that they may be referred to in the event of an emergency incident.  It is essential that all those who play a key role in business continuity management have access to, and work from, authorised and current continuity plans and supporting documentation.

· That lap tops are taken home at the end of the working day so that they may be available in the event of a loss of site and/or need for home working.


· That staffing requirements and ability to relocate at alternative accommodation is reviewed on a regular basis to ensure that business continuity strategies remain effective and resources are available in the event of an incident.


4
PLAN ACTIVATION

4.1
Definition of a Minor and Major Incident/Emergency


For the purpose of the Business Continuity Plan (BCP), a major incident/emergency is defined as “an event that causes disruption to the business of Procurement Services that may adversely affect its ability to continue normal day to day operations which in turn may adversely affect the normal day to day operations of the NHS (and other Public Sector bodies) in Wales”. 


An incident/emergency situation may be caused by events such as a fire, flood, major power outage, sabotage, terrorism, pandemic flu, contamination or equipment malfunction.  Minor incidents are interruptions or disruptions that are sufficiently disruptive to require the implementation of business continuity arrangements. They can be addressed by functional team’s continuity plans. They are smaller scale events, affecting one or a small number of teams e.g. localised computer access issues, denial of access to a building area, a minor power cut for a short period. In the event of an incident or set of circumstances which might present a minor risk to the continuity of service individual Business Continuity Action Cards may be invoked as necessary.

An incident will also be managed with due regard for the relevant Health Board/Trust incident reporting policy.


4.2
Invocation of BCP & Action Cards

If an incident has occurred or is threatened the Procurement Services Senior Manager on site will assess the impact to determine the level of disruption/expected disruption.  If the incident is considered minor the Senior Manager will be responsible for activating the appropriate Action Card and liaising with on site leads as described above.  The Director, Procurement Services will be advised of the situation and kept informed of developments.

If the incident is considered major and an emergency, or where more than one service is affected, any one of the responsible Senior Managers for the organisation can decide to declare a major incident and invoke the full plan, having consulted with the Director, in order to mobilise an effective response across the organisation and ensure the involvement of partners where required. 


In the event of a major incident/emergency situation, the Director will be responsible for advising the Director of NWSSP and ensuring ongoing communications and co-ordination with Corporate functions as necessary.


4.3
Actions prior to the Declaration


Some early steps in this procedure may be carried out prior to the formal declaration of an emergency to ensure that people and backup media and facilities are in place.  In the time leading up to a confirmed emergency the Director and key members of staff will be advised of the situation and asked to be prepared to act in the event of a declaration of an emergency.


In the event that critical systems and/or activities cannot be restored within optimum recovery times the BCP will be invoked and a Control Centre established.  


4.4
On-Call Arrangements


An emergency may occur at any time of the day. Therefore, it is important to ensure that all required personnel can be easily contacted.  The procedures for notifying the Central Control and Recovery Teams and other relevant persons are briefly described below for both during and after office hours.


4.4.1
During Operating Hours


During office hours, in the event of a major incident, the Senior Manager on duty will call the Director – Procurement Services by office phone or mobile. If there is no response from the above within the first 10 minutes, the deputies will be notified. If the manager or deputy fails to be contacted within 10 minutes, the Director of NWSSP will be notified.


Upon notification of the circumstances of the incident the Director – Procurement Services will assess the business impact on Procurement Services and make a decision as to whether to invoke the full Business Continuity Plan and mobilise the Control Centre and Recovery Team(s).  


4.4.2
Outside Operating Hours 


The Site Manager/site security is to contact the relevant manager on the on call list.  In the event of an incident which requires invoking the BCP/DR Plan, the on call Manager will contact the Director, Procurement Services.  Supply Chain Regional Managers will be responsible for ensuring that they are aware of on-call arrangements and have the necessary contact numbers with them.

4.5
Actions after the Declaration


Once an emergency has been formally declared, all relevant steps to recover the site or move to a new site and any affected computer systems may be attempted without further authorisation. 



If a major incident/emergency is declared, the Control Centre Team Secretary will notify the relevant site recovery team leaders of the emergency situation; they will then mobilise their respective teams if appropriate.  In the event that a team leader does not respond within 10 minutes, the Secretary will inform the Director who will appoint a temporary team leader until the designated team leader is contacted.


4.6
Communication


4.6.1
Communication with Staff


Where any incident escalates to the point where the BCP is invoked and the Control Centre Team (CCT) established the Director will decide what it the most appropriate method to communicate with staff within the organisation. This is likely to be dependent upon the nature of the incident. 


At all times, messages sent out from the CCT will be standard format and contain an agreed key message. Once the message is agreed, other staff must not change the message before passing on to their teams

4.6.2
Communication with External Parties


External media communications will be handled via NWSSP Communications Team and Velindre NHS Trust representative. 


The CCT and Recovery Team(s) will ensure that appropriate communication is established with external stakeholders, partners and suppliers so that they are kept fully informed of any disruption in services and plans to deal with the disruption. 


4.7
Health, Safety and Welfare 


All staff must follow Velindre NHS Trust and NWSSP Health & Safety and Risk Management Policies and Procedures.  Both managers and other staff must ensure that they receive sufficient training and information on their roles and responsibilities prior to and when responding to a major incident. Managers are responsible for ensuring that any additional risks are identified and assessed with appropriate measures put in place.  Advice from the NWSSP Health, Safety & Compliance Manager shall be sought were necessary.


Staff must ensure that, in a major incident response, they work within their skills set and competencies at all times. This may involve working in an unfamiliar environment and staff will need to inform managers and supervisors where safety concerns may be an issue and more awareness, support or training is required. 

Where the use of equipment is required, staff must have received sufficient training and information to operate it in a safe manner. All staff have a duty to adhere to relevant Health & Safety Policies to maintain their own safety and that of others involved. For example, where the use of personal protective equipment is indicated, staff must use it. 


Where staff identify significant hazards whilst undertaking their allocated tasks, they must report these to their immediate manager or supervisor. Staff must use the Trust Incident Reporting process, where appropriate, to report incidents that occur during a major incident response. 


Managers and staff must ensure that regular breaks are taken and hours worked do not cause undue fatigue. 

4.8
Overview of the Business Continuity Process
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5
RESPONSE


5.1
Response Command & Control Structure


The response to serious and wide scale disruption cannot be planned for in exact detail.


What is required will depend on the nature of the incident, when it occurs, its unique impacts etc. Depending on the incident the Control Centre Team may comprise of:


Director – Procurement Services (Team Leader)

Senior Manager (on-site)


Members of Procurement Management Team


Head of Workforce Development & Strategy


NWSSP Business Systems & Informatics 


LHB/Trust Representation (as appropriate)


Secretaries


An up to date contact list will be maintained and provided to Senior Managers.


The Control Centre Team will be located at a designated control centre to oversee, monitor and communicate the status of the emergency.  The Control Centre team will be responsible for mobilising local Recovery Teams and reconstruction of infrastructure in line with the agreed recovery plans.


The Control Centre Team will determine and inform the Recovery Teams when the following activities should take place:


· resume normal business operations;


· suspend operations of the temporary sites/premises/facilities (unless the temporary site is to become the new permanent location)


· switch back to the primary sites/premises/facilities (or establish permanent residence)


As soon as practicable, the Control Centre Team will hold an initial meeting to discuss the following:


· Whether the composition of the Team is suitable or whether additional representation is required.

· Location and frequency of future meetings.

· Assessing the current and ongoing impact of the incident.

· The strategy required to ensure that services can continue to be delivered.


· Any need to suspend lower priority services in order to support continued delivery of higher priority services.

· How resources will be mobilised and any financial decisions that need to be made.

· Agreed plan of action and responsibility for delivery.

· Communication and liaison with key stakeholders (including staff and the press).

· Record keeping and reporting requirements.


5.2
Business Continuity Actions


Business Continuity actions agreed by the Control Centre Team in addition to the above and with reference to relevant Action Cards will, depending on circumstances, include:


· Liaison with critical system service providers such as Oracle, Bravo to activate their BCP arrangements as necessary.


· Ensuring the health, safety and welfare of staff, contractors and visitors.

· Media management co-ordinated through NWSSP and Velindre NHS Trust Communications Teams.

· Temporary suspension of lower priority services.

· Maintaining logs e.g. for incident management, expenditure, injuries, etc.


· Agreement on how finances and unexpected spending will be covered and how this will be available to track / audit.

· Communicating with staff, service users and other stakeholders


5.3
Recovery Actions


Recovery actions agreed by the Central Control Team will include, depending on the circumstances:


· Damage limitation, salvage and reconstruction.

· Longer term emotional support to staff e.g. debrief, time off for extra hours worked etc.


· Moving back to original workplace.


· Assessing the impact of the incident’s impacts in the longer term e.g. cost, delays to meeting targets etc. and agreeing how these will be dealt with.


· Returning to normal delivery for all services.


· Communicating ‘return to business as normal’ message to all stakeholders.


· Managing longer term communications relating to the incident.


· Plan closedown.


· Restoration of operational data from back up systems once primary systems operational.


5.4
Plan Closedown


The Control Centre Team is responsible for closing down this BCP at the stage it considers most appropriate. This would not normally be before they are confident that the risk of serious and widespread disruption has ended.


The Control Centre Team will carry out a further impact assessment and, if satisfied that serious and wide scale disruption no longer exists, will formally close down this BCP.  Closing down of this BCP may mean that there are no further actions required in relation to the disruption. Or, the Control Centre Team may decide that further actions are still necessary, but that these are able to be managed at a Divisional level.


5.5 
Incident Debrief


An Incident Debrief must be prepared in the event of a minor or major incident by the incident management lead.  The Incident Debrief must be forwarded to the Director who will ensure that any longer term actions required to mitigate against future disruption are taken and that lessons to be learned are incorporated into the BC/DR Plan and/or Action Cards.  Refer to Appendices B and C.

5.6
Deviation from specified procedures


It is acknowledged that certain circumstances may necessitate deviations from these documented procedures.  However, it is emphasised that deviations should be minimised, and should be made only after careful analyses and discussions with the Director.  When a deviation is necessary, the actual steps taken should be noted down at the time of execution and thoroughly documented in the “Disaster Recovery Event Log” – Appendix A.  This will be invaluable in amending the procedures for future use.


5.7
Stabilisation


Stabilisation is the period between recovery of operations at the primary site or new location and the end of the emergency.  During this period, undetected problems, or problems arising from the recovery process, may surface.  These problems need to be resolved as soon as possible before the end of emergency is declared.  


Newly installed equipment is also required to go through a stabilisation period.   


1. The Recovery Teams should remind users that they should promptly report any user problems discovered after recovery of the production systems.


2. During this period, the Recovery Teams are put on “alert” status, ready to correct problems that may not have been detected during system recovery.


Newly installed machines are also required to go through a stabilisation period.   


The Control Centre/Recovery Team should remind users that they should promptly report any user problems discovered after recovery of the production systems.  During this period, the Control Centre/Recovery Team are to be put on “alert” status, ready to correct problems that may not have been detected during system recovery.


 APPENDIX A 

CONTROL CENTRE/RECOVERY TEAM 

MEETING DECISION AND ACTION LOG

The purpose of this form is to provide a structure for and reference of decision making in incident management, business continuity and recovery phases. Keep original copy of this form (it may be required in future eg in an inquiry/investigation).


		Date:

		

		Time:

		



		Meeting Attendees:

		



		No.

		Decision taken/ action agreed

		Context/reason for decision/action

		By who?

		Action completed?

		Notes



		1

		

		

		

		

		



		2

		

		

		

		

		



		3

		

		

		

		

		



		4

		

		

		

		

		



		5

		

		

		

		

		



		6

		

		

		

		

		



		7

		

		

		

		

		



		8

		

		

		

		

		



		9

		

		

		

		

		



		10

		

		

		

		

		





APPENDIX B


NWSSP PROCUREMENT SERVICES

INCIDENT DEBRIEF AGENDA 

1. Debrief Details


		Day/Date/Time:

		



		Venue:

		



		Facilitator:

		



		Minute Taker:

		



		Related Emergency Event or Exercise:

		





2. Event and Consequence Summary


Outlined below is a brief summary of the related event:


		Day/Date/Time:

		



		Type of Emergency:

		



		On-call Senior Manager:

		



		Control Centre/Recovery Team:

		



		Summary of current known consequences:

		May include injuries/fatalities, cost of damage or economic impact/specific infrastructure damage, environmental effects etc








3. Debrief Purpose & Scope


The purpose of this debrief is to identify good practice and lessons to be learned in relation to:


· Planning and preparedness


· Response


· Communication 


· Co-ordination 


· Recovery 


Debrief scope exclusions / this debrief does not relate to:


· (add as appropriate)


· (add as appropriate)


4. Agenda


		<Time>

		1. Debrief welcome (include introductions of attendees and debrief objectives)

		Facilitator



		<Time>

		2. Sequence of events

		Facilitator



		<Time>

		3. What went well? Why?

		Facilitator



		<Time>

		4. What did not go well? Why?

		Facilitator



		<Time>

		5. Incident Management Considerations

		Facilitator



		<Time>

		6. Related Issues – what other matters need to be considered?

		Open Forum



		<Time>

		7. <enter other discussion points if required>

		TBA



		<Time>

		8. Review record of debrief findings

		TBA



		<Time>

		9. Debrief close (summary and thanks)

		Facilitator






Invited Attendees


		No

		Name

		Position



		1

		

		



		2

		

		



		3

		

		



		4

		

		



		5

		

		





APPENDIX  C


NWSSP PROCUREMENT SERVICES

INCIDENT DEBRIEF REPORT

1.
Introduction


This is a report on the management of serious and widespread disruption affecting the activities of Procurement Services via the activation of its Business Continuity plan.


2. Management


The main staff involved in managing the response were: [insert name and role ie Central Control and Recovery Teams, specialist adviser etc]

3. Description of the incident/threat


4. Timeline


The incident/disruption began on [insert date] and ended on [insert date]

The main actions and events involved [insert a description of the main actions relating to plan activation, response and closure]


5. Impacts


The initial impacts reported/experienced were [insert summary of initial impacts including ability to deliver/recover services in accordance with priority timescales, reputation, staff, patients, buildings, equipment, stakeholders, etc]


As the situation developed, the additional following impacts were reported/experienced [insert summary of further impacts including ability to deliver/recover services in accordance with priority timescales, reputation,  staff, patients, buildings, equipment, stakeholders, etc]

6. Fatalities/Injuries


[Insert details of any fatalities/injuries to Trust staff, patients or other stakeholders]


7. Expenditure / Financial Losses


[Insert details of any expenditure/losses]


8. Delivery of the Procurement Services Business Continuity Plan


[Insert details on how the Business Continuity Plan supported management of the disruption or where there were aspects of it that were unhelpful or where additional information would have been useful.  Include good practice and lessons learned from the debrief process (planning and preparedness, response, communication, co-ordination, and recovery]


9. Conclusion / Summary Information 


[Include any other relevant information eg significant risks for Procurement Services exposed by the incident]


10. Summary of Recommendations


[Based on the lessons learned in 8, detail any actions, including implementer and time frame]
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VELINDRE NHS TRUST

ADVERSE WEATHER POLICY


FREQUENTLY ASKED QUESTIONS




The aim of the Adverse Weather Policy is to ensure that all staff are treated in a fair and consistent manner.  The policy sets out the procedure which applies to all staff should they be unable to attend work, be late attending work or are delayed in returning from business meeting, annual leave etc., due to adverse weather conditions. 

It should be noted that the recent adverse weather conditions were extreme and do not occur frequently.  To ensure that all staff are treated in a fair and consistent manner the following FAQs have been produced to respond to the queries being raised by staff and managers


Q1.
What is my responsibility as an employee in respect of attending work during a period of adverse weather?

A1.
All employees have a responsibility to make every reasonable effort possible to attend their place of work during adverse weather conditions, taking account of advice available from the Trust/hosted organisations, as appropriate, emergency services, media etc.  It is stressed that no employee should risk their personal health and safety when endeavouring to attend their work place during a period of adverse weather. 

Q2.
What actions does the Trust consider an employee should take when “making every reasonable effort to attend my place of work during adverse weather conditions”?

A2.
The policy confirms that making every reasonable effort will include, using public transport, car sharing and walking.  Some areas of the Trust, which employs frontline clinical and support staff provide appropriate transport for these staff, to assist them to get into work during periods of adverse weather.  Where the Trust is providing transport, the managers will liaise with the relevant employees to make them aware of the transport arrangements, including pick up location, time etc. as well as the contingency plan should the Trust be unable to transport them home again, at the end of their shift / contracted hours.

Q3.
What if I make an assessment of the weather conditions and decide that it is not safe for me to make my way into work?


A3.
The Trust accepts that individual employees may wish to undertake a risk assessment to determine whether it is safe and reasonable for them to make their way into work, during a period of adverse weather.  It is the Trust’s position that employees should not take unacceptable risks with their personal health & safety when taking actions under the Adverse Weather Policy.  


Where staff decide that it is not safe to attend work, in accordance with the Adverse Weather Policy they are required to either; make up the time within a reasonable period, as agreed with their line manager or take annual leave or take unpaid leave or take accrued time off in lieu or take flexi time (where the latter two schemes are in operation).

Q4.
Will I get paid if the Trust decided to close my workplace on the 1st March and/or 2nd March 2018?


A4.
If it was agreed and it was appropriate in the circumstances that an employee continued to undertake their work from home and they did so, they will be paid for their normal contractual hours on the days the workplace was closed. If they chose not to work from home they will be required to either; make up the time within a reasonable period as agreed with their line manager or take annual leave or take unpaid leave or take  accrued time off in lieu or take flexi time (where the latter two schemes are in operation).


If an employee attended work for part of the day or attempted to attend work on 1 March 2018, they should be paid as if they had completed their contracted hours of work in accordance with the policy.  For those staff who due to inclement weather were unable to attend their workplace for their entire shift, they will be required to make up the time within a reasonable period, or take the time off as annual/unpaid leave or take flexi time if a scheme is in operation.


If an employee was unable to work on Thursday 1st March 2018 and or Friday, 2nd March 2018 and this was ‘wholly attributable’ to the fact that a decision had been made to close a workplace, the employee should  receive their normal pay. 

Q5.
My manager contacted me at home prior to the commencement of my shift on the 1st March 2018 and told me not to come into work due to the adverse weather.  Will I still be paid for this day or am I required to take annual leave?

A5.
If an employee was contacted by their manager and explicitly told not to come into work on Thursday 1st March 2018 and /or Friday 2nd March 2018, the manager has in effect made a decision to close that department / workplace.  This situation will therefore be managed as a temporary “lay off” period.  In accordance with the legislation the employee will be entitled to receive their normal pay for that shift.


However, if the manager discussed and agreed with the employee that they could work from home and they did so, they would also be entitled to receive their normal pay for that shift. 

Q6.
I was unable to get into work on the 2nd March 2018 and I do not have any annual leave which I can take for this day.  I will therefore have to work back the time. Over what time period am I expected to work back the hours?


A6.
The employee should discuss this matter with their line manager and agree a reasonable period which that reflects the needs of the service and the employee’s personal circumstances.  It is recommended that in normal circumstances the employee should work the time back within a 12 week period.

Q7.
Will I get paid if I come into work and I am subsequently sent home by my line manager?

A7.
This will depend on the circumstances. 


Where the decision is taken to send employees home early due to adverse weather conditions, they will be paid as if they had completed their contracted hours of work.


However, where the manager has discussed and agreed with the employee that they are able to work from home and have sufficient work to undertake, the employee will only be entitled to be paid for the day if they undertake the work agreed.  If they chose not to work from home they will be required to either; make up the time within a reasonable period as agreed with their line manager or take annual leave or take unpaid leave or take  accrued time off in lieu or take flexi time (where the latter two schemes are in operation).


Q8.
Will I get paid if I come into work and I make the decision to go home, due to deteriorating weather?


A8.
As it is the employee who is making the decision to go home, in these circumstances they will be required to either; make up the time within a reasonable period as agreed with their line manager or take annual leave or take unpaid leave or take accrued time off in lieu or take flexi time (where the latter two schemes are in operation).

However, if it was agreed and it was appropriate in the circumstances that the  employee continued to undertake their work from home and they did so, they will be paid for their normal contractual hours. 

Q9.
How will annual leave booked by staff for the 1st March and/ or 2nd March 2018 be dealt with?


A9.
Employees who booked leave for the Thursday 1st March 2018 and/or Friday 2nd March 2018 will be expected to take the leave for these days.  Annual leave cannot be withdrawn unless there was a requirement for the individual to attend work and they were able to do so.

Q10.
Am I entitled to apply for paid special leave as my child’s school was closed due to the adverse weather?

A10.
In accordance with the NHS Wales Special Leave Policy, as this was a foreseeable consequence of the advance “yellow” and “red” weather warnings, employees are not eligible to apply for special leave.

Q11.
If I had agreed to work overtime or additional hours, but I was unable to get into work because of the adverse weather, am I still be entitled to receive payment for the unworked hours?


A11.
In these circumstances the employee will not be entitled to receive pay for overtime that was not worked.

Q12.
What payment will I receive if due to adverse weather conditions I was late getting into work?


A12.
In these circumstances the employee will be paid as if they have started work at their normal contractual time.


Q13.
What happens if I was sick and unable to attend for work on the 1st March 2018 and or 2nd March 2018?


A13.
Employees who were unwell on these dates were required to comply with the relevant reporting arrangements and will be managed in accordance with the Sickness Absence Policy.  These employees would continue to be recorded as being off on sick leave until they are fit to return to work.[image: image1.png]
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