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1.
Introduction 

1.1
The Need for Business Continuity Planning 


The NHS in Wales are increasingly dependent upon the services provided to them by NHS Wales Shared Services Partnership (NWSSP).  An emergency affecting NWSSP may have significant impact on the NHS in Wales’ ability to continue their operations.  This Business Continuity Plan has been developed based upon a Business Impact Assessment of major risks and impacts which would threaten NWSSP’s ability to delivery most or all of its services.

It aims to set out the measures in place to build resilience and actions to be taken to restore critical operations in response to emergency and disaster scenarios.  
1.2
Objective of the Business Continuity Plan (BCP)
The BCP documents the procedures to be followed to achieve timely recovery of communication systems and ongoing processes that NWSSP is responsible for. It specifies the types of emergencies that fall within the scope of the BCP and provides detailed steps for:

· assessing damage;

· notifying and mobilising continuity and recovery teams;

· initiating continuity and recovery processes and procedures;

· recovering affected communication systems at the backup site;

· salvaging and reconstructing affected premises or moving to new premises;

· restoring processes and systems to the affected site or finalising the new site; and
· returning to normal operations.

1.3
Intended Audience

This BCP is primarily an internal document which is intended to support the decision making of senior managers within NWSSP.
1.4
Ownership

This BCP is owned by the Director of Procurement Services, and members of the Senior Management Team who are responsible for ensuring that it remains up to date. The Head of Finance & Business Development provides assistance in the operational aspects of the BCP.  
1.5
Testing & Validation

All Business Continuity plans are tested on a regular basis to ensure their continued validity and to take account of new and changing developments in terms of overall strategy, NHS Wales’ requirements, and relevant developments in technology. 

The Head of Finance & Business Development will ensure that a suitable testing strategy and schedule is maintained.  The frequency and type of testing will take into consideration the importance of the plan to be tested in maintaining continuity of service and the likelihood of changes in environment and/or working practice impacting on arrangements.  

A plan is unlikely to be ‘live’ tested from beginning to end as this would prove impractical and would have a damaging effect on the day-to-day business of NWSSP.  The testing strategy will not include within its scope arrangements for systems and/or services and consequent testing of business continuity and disaster recovery plans outside the authority and responsibility of NWSSP. However, NWSSP will ensure where possible that provision for business continuity and disaster recovery, and conditions for critical systems and services, is made within contract terms with third parties. In addition NWSSP will seek assurance that plans are subject to regular testing. 
Test exercise methods will include:

Walkthrough 
Participants ‘walk’ through a copy of the appropriate BCP discussing each stage and either confirming or providing recommendations for change.  The objective is to identify any weaknesses, errors and omissions.  

Scenario workshop

A scenario will be devised before a workshop to enable team members to role-play their participation in a response to an imagined emergency situation.  The scenario will be designed around the actual conditions of the premises and operations of NWSSP.  It will introduce a possible disaster in a realistic manner and include developments that would usually occur during a disaster.

Simulation of live test

A simulation of a live test will be carried out in a manner as near to real life as possible.  Such a test will only be carried out after all parts of the BCP have been tested using the above outlined methods. The Head of Finance & Business Development with appropriate Senior Management support, will be responsible for co-ordinating arrangements and ensuring that the exercise is planned so that the testing is thorough and disruption to real operations is prevented. The results of the simulated test will be reported to the Senior Management Team who will agree the implementation of any recommendations as appropriate.
1.6
Training

New line managers with a responsibility for deploying Business Continuity/Disaster Recovery Plans must receive a briefing on their role and the content of the plans as part of their induction training.

Training requirements for all other staff will be identified in the usual manner through the Knowledge Skills Framework and Personal Development Review processes.

1.7
Review

This Plan will be updated in response to, for example;

· the impact of changes in the external environment affecting NWSSP;

· changes to the organisation including staff and departmental arrangements; 

· outcomes from risk assessments as appropriate; and
· results of  testing.   

As a minimum the Head of Finance & Business Development will be responsible for ensuring that the Plan and associated documentation set is reviewed and updated where necessary every two years. 

1.8
Publication & Distribution

This BCP and individual Action Cards that support it will be made available to all staff expected to be involved in delivering NWSSP’s response to an emergency/major incident.  The Plan and Action Cards will also be made available on the NWSSP Business Continuity web pages on the intranet.

2.
Principles Underpinning the Plan

2.1
Risk Based Assessment

Those activities whose loss, as identified in the Business Impact Assessment (BIA), would have the greatest impact and which need to be recovered most rapidly are considered as ‘critical’.  As part of the BIA process, NWSSP Senior Management Team and other members of staff have been involved in evaluating the impact and developing contingency plans for the following potential scenarios which would affect our critical activities;

· Severe weather;
· Severe and widespread illness;
· Shortage of staff;
· Working environment, buildings and equipment;
· Fuel or energy shortage;
· IT and communications; and
· Loss of key suppliers.
A summary of risk assessed disaster scenarios is included in the Business Impact Assessment.  The outcome of this assessment is detailed in the Plan and associated Action Cards.
3
PLANNING

Senior Managers as identified by this Business Continuity Plan and associated Action Cards are responsible for ensuring that they have taken adequate steps to ensure a rapid and effective response in the event of an emergency incident. This includes:

· Ensuring that an up to date copy of the Business Continuity Plan, Action Cards and Roles & Contacts List is kept with them so that they may be referred to in the event of an emergency incident.  It is essential that all those who play a key role in business continuity management have access to, and work from, authorised and current continuity plans and supporting documentation.
· That laptops are taken home at the end of the working day so that they may be available in the event of a loss of site and/or need for home working.

· That staffing requirements and ability to relocate at alternative accommodation is reviewed on a regular basis to ensure that business continuity strategies remain effective and resources are available in the event of an incident.

4
PLAN ACTIVATION
4.1
Definition of a Minor and Major Incident/Emergency

For the purpose of the Business Continuity Plan (BCP), a major incident/emergency is defined as “an event that causes disruption to the business of NWSSP that may adversely affect its ability to continue normal day to day operations which in turn may adversely affect the normal day to day operations of the NHS in Wales”. 

An incident/emergency situation may be caused by events such as a fire, flood, major power outage, sabotage, terrorism, pandemic flu, contamination or equipment malfunction.  Minor incidents are interruptions or disruptions that are sufficiently disruptive to require the implementation of business continuity arrangements. They can be addressed by functional team’s continuity plans. They are smaller scale events, affecting one or a small number of teams e.g. localised computer access issues, denial of access to a building area, a minor power cut for a short period. In the event of an incident or set of circumstances which might present a minor risk to the continuity of service individual Business Continuity Action Cards may be invoked as necessary.
An incident will also be managed with due regard for the relevant Health Board/Trust incident reporting policy.

4.2
Invocation of BCP & Action Cards
If an incident has occurred or is threatened the most relevant NWSSP Senior Manager on site will assess the impact to determine the level of disruption/expected disruption.  If the incident is considered minor the Senior Manager will be responsible for activating the appropriate Action Card and liaising with on site leads as described above.  The Director of Procurement Services will be advised of the situation and kept informed of developments.
If the incident is considered major and an emergency, or where more than one service is affected, any one of the responsible Senior Managers for the organisation can decide to declare a major incident and invoke the full plan, having consulted with the Director of Procurement Services, in order to mobilise an effective response across the organisation and ensure the involvement of partners where required. 

In the event of a major incident/emergency situation, the Director of Procurement Services will be responsible for advising the Managing Director of NWSSP and ensuring ongoing communications and co-ordination with Corporate functions as necessary.

4.3
Actions prior to the Declaration

Some early steps in this procedure may be carried out prior to the formal declaration of an emergency to ensure that people and backup media and facilities are in place.  In the time leading up to a confirmed emergency the Director of Procurement Services and key members of staff will be advised of the situation and asked to be prepared to act in the event of a declaration of an emergency.

In the event that critical systems and/or activities cannot be restored within optimum recovery times the BCP will be invoked and a Control Centre established.  

4.4
On-Call Arrangements

An emergency may occur at any time of the day. Therefore, it is important to ensure that all required personnel can be easily contacted.  The procedures for notifying the Central Control and Recovery Teams and other relevant persons are briefly described below for both during and after office hours.

4.4.1
During Operating Hours

During office hours, in the event of a major incident, the relevant Senior Manager will call the Director of Procurement Services by office phone or mobile. If there is no response from the above within the first 10 minutes, the deputies will be notified. If the manager or deputy fails to be contacted within 10 minutes, the Managing Director of NWSSP will be notified.

Upon notification of the circumstances of the incident the Director of Procurement Services will assess the business impact on NWSSP and make a decision as to whether to invoke the full Business Continuity Plan and mobilise the Control Centre and Recovery Team(s).  

4.4.2
Outside Operating Hours 

The Site Manager/site security is to contact the relevant manager on the on call list.  In the event of an incident which requires invoking the BCP/DR Plan, the on call Manager will contact the Director of Procurement Services.  Regional Managers will be responsible for ensuring that they are aware of on-call arrangements and have the necessary contact numbers with them. Members of the SMT are also contactable through a “WhatsApp” group. 
4.5
Actions after the Declaration

Once an emergency has been formally declared, all relevant steps to recover the site or move to a new site and any affected computer systems may be attempted without further authorisation. 


If a major incident/emergency is declared, the Control Centre Team Secretary will notify the relevant site recovery team leaders of the emergency situation; they will then mobilise their respective teams if appropriate.  In the event that a team leader does not respond within 10 minutes, the Secretary will inform the Director of Procurement Services who will appoint a temporary team leader until the designated team leader is contacted.

4.6
Communication

4.6.1
Communication with Staff

Where any incident escalates to the point where the BCP is invoked and the Control Centre Team (CCT) established the Director of Procurement Services will decide the most appropriate method to communicate with staff. This is likely to be dependent upon the nature of the incident. 

At all times, messages sent out from the CCT will be standard format and contain an agreed key message. Once the message is agreed, other staff must not change the message before passing on to their teams
4.6.2
Communication with External Parties

External media communications will be handled via NWSSP Communications Team and Velindre NHS Trust representatives. 

The CCT and Recovery Team(s) will ensure that appropriate communication is established with external stakeholders, partners and suppliers so that they are kept fully informed of any disruption in services and plans to deal with the disruption. 

4.7
Health, Safety and Welfare 

All staff must follow Velindre NHS Trust and NWSSP Health & Safety and Risk Management Policies and Procedures.  Both managers and other staff must ensure that they receive sufficient training and information on their roles and responsibilities prior to and when responding to a major incident. Managers are responsible for ensuring that any additional risks are identified and assessed with appropriate measures put in place.  

Staff must ensure that, in a major incident response, they work within their skills set and competencies at all times. This may involve working in an unfamiliar environment and staff will need to inform managers and supervisors where safety concerns may be an issue and more awareness, support or training is required. 
Where the use of equipment is required, staff must have received sufficient training and information to operate it in a safe manner. All staff have a duty to adhere to relevant Health & Safety Policies to maintain their own safety and that of others involved. For example, where the use of personal protective equipment is indicated, staff must use it. 

Where staff identify significant hazards whilst undertaking their allocated tasks, they must report these to their immediate manager or supervisor. Staff must use the Incident Reporting process, where appropriate, to report incidents that occur during a major incident response. 

Managers and staff must ensure that regular breaks are taken and hours worked do not cause undue fatigue. 
4.8
Overview of the Business Continuity Process
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5
RESPONSE

5.1
Response Command & Control Structure

The response to serious and wide scale disruption cannot be planned for in exact detail. What is required will depend on the nature of the incident, when it occurs, its unique impacts etc. Depending on the incident the Control Centre Team may comprise of:

Director of Procurement Services 
Senior Manager (on-site)

Members of NWSSP SMT
Head of Finance and Business Development
NWSSP Business Systems & Informatics 

LHB/Trust Representation (as appropriate)

An up to date contact list will be maintained and provided to the SMT. 
The Control Centre Team will be located at a designated control centre to oversee, monitor and communicate the status of the emergency.  The Control Centre team will be responsible for mobilising local Recovery Teams and reconstruction of infrastructure in line with the agreed recovery plans.

The Control Centre Team will determine and inform the Recovery Teams when the following activities should take place:

· resume normal business operations;

· suspend operations of the temporary sites/premises/facilities (unless the temporary site is to become the new permanent location); and
· revert to the primary sites/premises/facilities (or establish permanent residence).
As soon as practicable, the Control Centre Team will hold an initial meeting to discuss the following:

· Whether the composition of the Team is suitable or whether additional representation is required;
· Location and frequency of future meetings;
· Assessing the current and ongoing impact of the incident;
· The strategy required to ensure that services can continue to be delivered;
· Any need to suspend lower priority services in order to support continued delivery of higher priority services;
· How resources will be mobilised and any financial decisions that need to be made;
· Agreed plan of action and responsibility for delivery;
· Communication and liaison with key stakeholders (including staff and the press); and
· Record keeping and reporting requirements.

5.2
Business Continuity Actions

Business Continuity actions agreed by the Control Centre Team in addition to the above and with reference to relevant Action Cards will, depending on circumstances, include:

· Liaison with critical system service providers such as Oracle or Bravo to activate their BCP arrangements as necessary;
· Ensuring the health, safety and welfare of staff, contractors and visitors;
· Media management co-ordinated through NWSSP and Velindre NHS Trust Communications Teams;
· Temporary suspension of lower priority services;
· Maintaining logs e.g. for incident management, expenditure, injuries, etc.;
· Agreement on how finances and unexpected spending will be covered and how this will be available to track / audit; and
· Communicating with staff, service users and other stakeholders.
5.3
Recovery Actions

Recovery actions agreed by the Central Control Team will include, depending on the circumstances:

· Damage limitation, salvage and reconstruction;
· Longer term emotional support to staff e.g. debrief, time off for extra hours worked etc.;
· Moving back to original workplace;
· Assessing the impact of the incident’s impacts in the longer term e.g. cost, delays to meeting targets etc. and agreeing how these will be dealt with;
· Returning to normal delivery for all services;
· Communicating ‘return to business as normal’ message to all stakeholders;
· Managing longer term communications relating to the incident;
· Plan closedown; and
· Restoration of operational data from back up systems once primary systems operational.

5.4
Plan Closedown

The Control Centre Team is responsible for closing down this BCP at the stage it considers most appropriate. This would not normally be before they are confident that the risk of serious and widespread disruption has ended.

The Control Centre Team will carry out a further impact assessment and, if satisfied that serious and wide scale disruption no longer exists, will formally close down this BCP.  Closing down of this BCP may mean that there are no further actions required in relation to the disruption. Alternatively, the Control Centre Team may decide that further actions are still necessary, but that these are able to be managed at a Divisional level.

5.5 
Incident Debrief

An Incident Debrief must be prepared in the event of a minor or major incident by the incident management lead.  The Incident Debrief must be forwarded to the Director of Procurement Services who will ensure that any longer term actions required to mitigate against future disruption are taken and that lessons to be learned are incorporated into the BC/DR Plan and/or Action Cards.  Refer to Appendices B and C.
5.6
Deviation from specified procedures

It is acknowledged that certain circumstances may necessitate deviations from these documented procedures.  However, it is emphasised that deviations should be minimised, and should be made only after careful analyses and discussions with the Director of Procurement Services.  When a deviation is necessary, the actual steps taken should be noted down at the time of execution and thoroughly documented in the “Disaster Recovery Event Log” – Appendix A.  This will be invaluable in amending the procedures for future use.
5.7
Stabilisation

Stabilisation is the period between recovery of operations at the primary site or new location and the end of the emergency.  During this period, undetected problems, or problems arising from the recovery process, may surface.  These problems need to be resolved as soon as possible before the end of emergency is declared.  

Newly installed equipment is also required to go through a stabilisation period.   

1. The Recovery Teams should remind users that they should promptly report any user problems discovered after recovery of the production systems.

2. During this period, the Recovery Teams are put on “alert” status, ready to correct problems that may not have been detected during system recovery.

Newly installed machines are also required to go through a stabilisation period.   

The Control Centre/Recovery Team should remind users that they should promptly report any user problems discovered after recovery of the production systems.  During this period, the Control Centre/Recovery Team are to be put on “alert” status, ready to correct problems that may not have been detected during system recovery.

 APPENDIX A 
CONTROL CENTRE/RECOVERY TEAM 
MEETING DECISION AND ACTION LOG
The purpose of this form is to provide a structure for and reference of decision making in incident management, business continuity and recovery phases. Keep original copy of this form (it may be required in future e.g. in an inquiry/investigation).

	Date:
	
	Time:
	

	Meeting Attendees:
	

	No.
	Decision taken/ action agreed
	Context/reason for decision/action
	By who?
	Action completed?
	Notes

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	

	7
	
	
	
	
	

	8
	
	
	
	
	

	9
	
	
	
	
	

	10
	
	
	
	
	


APPENDIX B

NWSSP 
INCIDENT DEBRIEF AGENDA 
1. Debrief Details

	Day/Date/Time:
	

	Venue:
	

	Facilitator:
	

	Minute Taker:
	

	Related Emergency Event or Exercise:
	


2. Event and Consequence Summary

Outlined below is a brief summary of the related event:

	Day/Date/Time:
	

	Type of Emergency:
	

	On-call Senior Manager:
	

	Control Centre/Recovery Team:
	

	Summary of current known consequences:
	May include injuries/fatalities, cost of damage or economic impact/specific infrastructure damage, environmental effects etc




3. Debrief Purpose & Scope

The purpose of this debrief is to identify good practice and lessons to be learned in relation to:

· Planning and preparedness

· Response

· Communication 

· Co-ordination 

· Recovery 

Debrief scope exclusions / this debrief does not relate to:

· (add as appropriate)

· (add as appropriate)

4. Agenda

	<Time>
	1. Debrief welcome (include introductions of attendees and debrief objectives)
	Facilitator

	<Time>
	2. Sequence of events
	Facilitator

	<Time>
	3. What went well? Why?
	Facilitator

	<Time>
	4. What did not go well? Why?
	Facilitator

	<Time>
	5. Incident Management Considerations
	Facilitator

	<Time>
	6. Related Issues – what other matters need to be considered?
	Open Forum

	<Time>
	7. <enter other discussion points if required>
	TBA

	<Time>
	8. Review record of debrief findings
	TBA

	<Time>
	9. Debrief close (summary and thanks)
	Facilitator



Invited Attendees

	No
	Name
	Position

	1
	
	

	2
	
	

	3
	
	

	4
	
	

	5
	
	


APPENDIX  C

NWSSP INCIDENT DEBRIEF REPORT
1.
Introduction

This is a report on the management of serious and widespread disruption affecting the activities of NWSSP via the activation of its Business Continuity plan.

2. Management

The main staff involved in managing the response were: [insert name and role i.e. Central Control and Recovery Teams, specialist adviser etc]
3. Description of the incident/threat

4. Timeline

The incident/disruption began on [insert date] and ended on [insert date]
The main actions and events involved [insert a description of the main actions relating to plan activation, response and closure]

5. Impacts

The initial impacts reported/experienced were [insert summary of initial impacts including ability to deliver/recover services in accordance with priority timescales, reputation, staff, patients, buildings, equipment, stakeholders, etc]

As the situation developed, the additional following impacts were reported/experienced [insert summary of further impacts including ability to deliver/recover services in accordance with priority timescales, reputation,  staff, patients, buildings, equipment, stakeholders, etc]
6. Fatalities/Injuries

[Insert details of any fatalities/injuries to Trust staff, patients or other stakeholders]

7. Expenditure / Financial Losses

[Insert details of any expenditure/losses]

8. Delivery of the NWSSP Business Continuity Plan

[Insert details on how the Business Continuity Plan supported management of the disruption or where there were aspects of it that were unhelpful or where additional information would have been useful.  Include good practice and lessons learned from the debrief process (planning and preparedness, response, communication, co-ordination, and recovery]

9. Conclusion / Summary Information 

[Include any other relevant information e.g. significant risks exposed by the incident]

10. Summary of Recommendations

[Based on the lessons learned in 8, detail any actions, including implementer and time frame]
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